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Ponemon Instituteuc

The Institute is dedicated to advancing responsible information management
practices that positively affect privacy and data protection in business and
government.

The Institute conducts independent research, educates leaders from the private
and public sectors and verifies the privacy and data protection practices of
organizations.

Ponemon Institute is a full member of CASRO (Council of American Survey
Research Organizations). Dr. Ponemon serves as CASRO’s chairman of
Government & Public Affairs Committee of the Board.

The Institute has assembled more than 60 leading multinational corporations
called the RIM Council, which focuses on the development and execution of
ethical principles for the collection and use of personal data about people and
households.

The majority of active participants are privacy or information security leaders.
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About our study

We conducted the first national national survey to determine IT security
practitioners’ views about hardware-enabled security technologies and,
more specifically, self-encrypting drives.

Sponsored by the Trusted Computing Group (TCG) our study utilized a
representative sample of IT and IT security professionals. Sampling
and screening procedures will ensure that respondents are presently in
the workforce in the United States and have bona fide credentials.

To accomplish this study, we will work closely with TCG to create and
develop a mutually acceptable survey instrument. By design, this final
instrument utilized a series of 20 fixed format questions.

The primary collection channel was a secure extranet Web site. No
personally identifiable information was collected from the respondent.
In addition, all survey results will be conducted in conformance with
CASRO ethics and privacy practices.
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A sampling frame of more than 15,700 IT and IT security practitioners located in US organizations was
used to obtain 655 completed surveys. After applying screening criteria, the final sample consisted of
517 respondents with bona fide credentials.

About our sample

Sample response Freq Pct% 2%

Total sampling frame 15,749 | 100.0% = Senior Executive
= Vice President
= Director

Total survey returns 719 4.6% = Manager
= Supervisor
= Technician

Rejected surveys 64 0.4% = Staff
= Contractor

Sample before Other

screening 655 4.2%

Final sample 517 3.3%
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Screening questions

How familiar are you with self-encrypting (SED) drives?

Ponemﬁn
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9%
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3%

Not familiar

L ———
No knowledge

Does your organization used hardware or software-based encryption for protecting
stored data on drives?
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Mostly hardware-based
encryption

35%

A combination of
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o | Ponemﬁn
If your organization is not using hardware-

based encryption, why not?

Too expensive h 45%

| do not understand hardware-based encryption 36
options available e 0

Concern about performance [ 26%

Encrypting data-at-rest limits our ability to perform 24%
network surveillance [ 0

Don’t need to encrypt i 13%

Too hard to implement | 10%

Diminished end-user productivity P 9%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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L . Ponemen
If your organization is not using software-

based encryption, why not?

Concern about performance _ 39%

Diminished end-user productivity | 35%

Too expensive | 28%

Encrypting data limits our ability to perform

) 24%

Too hard to implement L 23%

| do not fully understand the software-based 15%
encryption technology options available to my... e —— 0

Don’t need to encrypt — 14%

0% 5% 10% 15% 20% 25% 30% 35% 40% 45%
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What types of stored data on drives are

normally encrypted in your organization?

Financial confidential docs — 57%

EMPIOYEE reCOrTS |5 41%
Customer data __ 39%
Trade secrets __ 34%
Non-financial confidential docs __ 32%
Other intellectual properties __ 18%

Consumer data L 9%

Source code _ 8%

0% 10% 20% 30% 40% 50% 60%
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How important is compliance with high Ponemen
security standards such as FIPS 197 (AES) ‘mh;
or FIPS 140 to your decision to select a drive

encryption solutions?

35% -
30%

30% - 28%
25% -
20% -
15% -

10% -

5% -

0% -

Very important Important Somewhat Not important Irrelevant
important
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o Ponemﬁn
Why does your organization encrypt data-at-

rest? Top two choices

Comply with state or federal data protection laws -— 51%

Comply with self-regulatory programs i 49%

Minimize end-user data mishaps resulting from 29%
lost computers [

Improve security posture L 23%

Comply with vendor or business partner 15%
agreements [ SO0

Minimize the cost of data breach L 13%

Avoid harms to customers resulting from data loss 13%
or theft [FEREEEEE L9770

Minimize the affect of cyber attacks F 6%

0% 10% 20% 30% 40% 50%  60%
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In evaluating encryption solutions for your
organization, how important is each attribute
listed below? From 6 = most importantto 1 =
least important.

Ponemin

6.00 -

5.08 5.15

5.00 -

4.00 -

3.00 -

228 | _—

2.00 -

1.00

Performance Security Scalability  Interoperability Ease Cost

Average Rank ~ ===--* Grand Average
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Please rate the importance of each one of

the following nine drive encryption features

Each bar reflects the very important and importance response combined

Performance

Ease of deployment
Re-encryption
Compatibility
Standardization
Ease of management
Disposal

Life-cycle cost

Transparency

66%

65%

61%

61%

60%

54%

53%

53%

Ponemﬁn

73%

0%
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20%

30%

40% 50% 60% 70%

80%
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In comparison to software-based encrypted

drives, SEDs do the following:

Each bar reflects the strongly agree and agree response combined

Provide a faster setup time because the drive is

built to encrypt data with no feature turn-on . 4%
required.

Provide enhanced scalability in multi-drive

scenarios because encryption is handled by the e 59
drive, eliminating the performance bottleneck of...

Improve system performance because the

encryption workload is moved off the processor and e 53
onto the drive.

Improve portability because there is no system-level
dependency — the encryption engine is inside the B 53

drive.
Prevent end-user tampering or disablement of

0
enCryption feature. M 49%

Make it easier for managing encryption and

0,
authentication keys. FEEEE——— 47%

Provide greater interoperability based on industry

. ) 46%
standards versus unique processor solutions. —

0% 10% 20% 30% 40% 50% 60% 70%
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What departments or operating units within Ponemen
your organization are most responsible for: ‘h
(1) evaluating, (2) purchasing or (3) deploying

encryption solutions for drive storage devices

25%

Business units 44%
e ————— 1
41%
IT operations 12%
; 18%

8%

IT security 9%
; 29%

0%

Purchasing 33%
= 9%

24%

Data center mgmt | 0%
B 5%
2%

Compliance 2%
L 8%

Deployment & Purchase & Evaluation
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Please check the maturity stage of your
company’s information security and data
protection program

40% -

35%

35% -

30% -

25% -

20% -

15% -

10% -

5% -

0% -
Pre stage Early stage Middle stage Late middle stage Mature stage
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Please check one statement that best Ponemen
describes your organization’s approach to Aﬂh
drive encryption implementation across the

enterprise

We don’t have an overall encryption plan or

0,
strategy 4%

We have an overall hard drive encryption plan or
strategy that is adjusted to fit different devices,
applications and data types

38%

We have an overall hard drive encryption plan or
strategy that is applied consistently across the _ 15%
entire enterprise

0% 5% 10% 15% 20% 25% 30% 35% 40% 45% 50%
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Did your organization experience one or
more data breach incidents over the past 24
months?

5/10/2011
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If yes, how many records were lost or stolen as a
result of the above data breach incidents over
the past 24 months?

Pct%

1to 1,000

55%

1,000 to 5,000

23%

5,001 to 10,000

17%

10,001 to 50,000

2%

50,001 to 100,001

1%

100,001 to 500,000

1%

500,000 to 1,000,000

0%

More than 1,000,000

1%

Total

100%

Extrapolated average number of compromised

records

15,875

20



What percentage of these lost or stolen Ponemen
records would have been protected from ‘mﬂnn
abuse if they had been on self-encrypting

drives?

80% -

70%

70% -

60% -

50% -

40% -

30% -

20% -

10% -

0% -

None 1to 20% 21to 40% 41 to 60% 61 to 80% 81 to 100%
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Employees (end-users) turn-off or disengage
their laptop’s security protection without
obtaining advance permission to do so

45% -

40%

40% -

35% -

30% -

25% -

20% -

15% -

10% -

5% -

0% -
All the time Very frequently Frequently Not frequently Never
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Does your organization’s security policy allow Ponemen
employees (end-users) to turn-off or ‘mﬁn;

disengage their laptop’s security protections
Including encryption?

80% -
70% -
60% -
50% -
40% -
30% -
20% -

10% -

L -

0%

5/10/2011

68%

19%

4%
_— :

9%

Yes No We don't have a security Unsure
policy
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Attributions about hardware-based encryption

Each bar reflects the strongly agree and agree response combined

The use of hardware-based encryption (including

self-encrypting drives) makes sense for my _ 63%

organization now.

In terms of protecting data-at-rest, hardware-

based encryption are more secure than software- _ 63%

based encryption.

Self-encrypting drives will become the standard of

excellence in desktop and laptop drive security — 56%

over the next one to three years.

Self-encrypting drives are the standard of

excellence in desktop and laptop drive security at _ 51%

present.

My organization is willing to pay a premium to

ensure desktop and laptop computers contain _ 37%

self-encrypting drives.

0% 10% 20% 30% 40% 50% 60% 70%
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Sample demographics
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Check the Primary Person you or your IT security leader reports to within the organization. Pct%

CEO/Executive Committee 1%
Chief Financial Officer 2%
General Counsel 2%
Chief Information Officer 56%
Compliance Officer 9%
Human Resources VP 2%
Head of information security (CISO) 15%
Head of security (CSO) 5%
Chief Risk Officer 6%
Other 2%
Total 100%
D4. Total years of relevant experience Mean

Total years of IT or security experience 9.55
Total years in current position 4,51
Gender Pct%

Female 28%
Male 72%
Total 100%
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Sample demographics

Ponemﬁn

Where are your employees located?

(Check all that apply): Pct%
United States 100%
Canada 63%
Europe 61%
Middle east 28%
Asia-Pacific 49%
Latin America (including Mexico) 50%
Total 351%
What is the worldwide headcount of your
organization? Pct%
Less than 500 people 9%
500 to 1,000 people 18%
1,001 to 5,000 people 23%
5,001 to 25,000 people 22%
25,001 to 75,000 people 20%
More than 75,000 people 8%
Total 100%

5/10/2011

= Financial services

= Public sector

= Retailing

= Healthcare

= Services

= Technology

= Education & research

= Energy & utilities

= Pharmaceuticals

= Transportation

= Defense

= Industrial
Communications
Hospitality
Manufacturing
Media

26
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Questions?

Ponemon Institute Trusted Computing Group
WWW.ponemon.org www.trustedcomputinggroup.org
Tel: 231.938.9900 Tel: 503.619.0562
Toll Free: 800.887.3118 3855 SW 153 Drive Beaverton, OR 97006
Michigan HQ: 2308 US 31 N. Traverse City, Ml 49686 admin@trustedcomputinggroup.org

research@ponemon.org
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Thank You for Attending

Additional Resources:

e Trusted Computing Group:
www.trustedcomputinggroup.org/solutions/data protection
http://www.trustedcomputinggroup.org/developers/storage

« Ponemon Institute
o WWW.ponemoninstitute.orq

Live Webcast Archive to be available within 48 hours at:
http://www.trustedcomputinggroup.org/media room/events/99



http://www.trustedcomputinggroup.org/solutions/data_protection
http://www.trustedcomputinggroup.org/developers/storage
http://www.ponemoninstitute.org/
http://www.trustedcomputinggroup.org/media_room/events/99
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Bio - Dr. Larry Ponemon

Dr. Larry Ponemon is the Chairman and Founder of the Ponemon
Institute, a research “think tank” dedicated to advancing privacy and
data protection practices. Dr. Ponemon is considered a pioneer in
privacy auditing and the Responsible Information Management or
RIM framework.

Ponemon Institute conducts independent research, educates
leaders from the private and public sectors and verifies the privacy
and data protection practices of organizations in a various
Industries. In addition to Institute activities, Dr. Ponemon is an
adjunct professor for ethics and privacy at Carnegie Mellon
University’s CIO Institute. He is a Fellow of the Center for
Government Innovation of the Unisys Corporation



