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1. PP Introduction
1.1. PP Reference

Title: Protection profile PC Client Specific Trusted Platform Module Family 1.2; Level 2 (PP
TPM F1.2L2)

Version: 1.1; July 10, 2008
Author: Trusted Computing Group
Publication date: TBD

1.2. PP organization

This protection profile (PP) describes security requirements for the Trusted Computing Group
(TCG) PC Client Specific Trusted Platform Module (TPM) Family 1.2; Level 2 conforming to
the Common Criteria version 3.1 release 2. The TOE of the current PP is a PC Client
Specific TPM conforming to the TPM specification version 1.2, level 2 [5] [6] [7], where the
TOE of the TPM PP [10] is a TPM conforming to the TPM specification version 1.1b. The
update of the TPM specification introduces new security features, deprecated and deleted
commands which affect the current TPM PP in the security problem definition, the security
objectives and the security requirements.

The informal annex of this PP provides an optional package for the revocation of trust as
optional security feature of the TPM.

The current TPM PP is conforming to Common Criteria version 3.1 whereas the TPM PP [10]
conforms to the Common Criteria version 2.1. This results in editorial changes of the
common security requirements which are common to both PP.

1.3. TOE Overview

1.3.1. TOE Definition

The TOE is the TCG PC Client Specific Trusted Platform Module (PCCS TPM). This TPM is
hardware, firmware and/or software that implements the functions defined in the TCG
Trusted Platform Module Main Specification, version 1.2, [5] [6] [7] and the PC client specific
interface specification [8]. The TCG Trusted Platform Module Specification describes the
design principles [5], the TPM structures [6] and the TPM commands [7]. The PC Client
Interface Specification [8] describes the platform-specific set of requirements of the TPM for
the PC Client, the details of what interfaces and protocols are used to communicate with the
TPM and specific items like the minimum number of PCRs required and NV Storage
available.

The primitives provided by the TOE include cryptographic algorithms for key generation,
digital signatures, random number generation, sealing data to system state, protected
storage, binding information to the TPM, support of direct anonymous attestation and
physical protection. Attestation by the TOE is an operation that provides proof of data known
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to the TPM. This is done by digitally signing specific internal TPM data using an Attestation
Identity Key (AIK). The acceptance and validity of both the integrity measurements and the
AIK itself are determined by the Verifier. The AIK is obtained using either the Privacy
Certification Authority or the Direct Anonymous Attestation (DAA) protocol. The DAA is a
protocol for vouching for an AIK using zero-knowledge-proof technology.

1.3.2. Security services

The PCCS TPM provides all services required for a TPM in the TCG Trusted Platform
Module Main Specification, version 1.2, [5] [6] [7] and additional services that are optional in
the main TPM specification but mandatory in the PC client specific interface specification [8].
The PCCS TPM provides physical protection for internal user data and TSF data.

In TCG systems roots of trust are components that must be trusted because misbehavior
might not be detected. There are commonly three Roots of Trust in a trusted platform; a root
of trust for measurement (RTM), root of trust for storage (RTS) and root of trust for reporting
(RTR). The RTM is a computing engine capable of making inherently reliable integrity
measurements. Typically the normal platform computing engine is controlled by the core root
of trust for measurement (CRTM). The CRTM is the instructions executed by the platform
when it acts as the RTM. The RTM is also the root of the chain of transitive trust. The RTS is
a computing engine capable of maintaining an accurate summary of values of integrity
digests and the sequence of digests. The RTR is a computing engine capable of reliably
reporting information held by the RTS. The TCG Specification Architecture Overview [11]
provides a more detailed description.

Support for the Root of Trust for Measurement

The TPM supports the integrity measurement of the trusted platform by calculation and
reporting of measurement digests of measured values. The measurement values are
representations of embedded data or program code scanned and provided to the TPM by the
measurement agent, such as the Root-of-Trust-for-Measurement. The TPM supports
cryptographic hashing of measured values and calculates the measurement digest by
extending the value of a Platform Configuration Register (PCR) with a calculated or provided
hash value by means of the SHA-1. The PCRs are shielded locations of the TPM which can
be reset by TPM reset or a trusted process, written only through measurement digest
extensions and read.

Root of Trust for Reporting

The root of trust for reporting (RTR) exposes the measurement digests stored in the PCRs
and attests to the authenticity of these measurement digests based on trusted platform
identities or the Direct Anonymous Attestation Protocol. The trusted platform identities for
RTR are defined by Attestation Identity Credentials for Attestation Identity Keys (AIK) *
generated by the TPM. The TPM creates digital signatures over the PCR values using an
Attestation Identity Key.

1 Cf. glossary section 7.3 for details
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Each TPM is identified and validated using its Endorsement Key. A TPM has only one
endorsement key pair. The Endorsement Key is transitively bound to the Platform via the
TPM as follows:

An Endorsement Key is bound to one and only one TPM (i.e., there is a one to one
correspondence between an Endorsement Key and a TPM.)

A TPM is bound to one and only one Platform, (i.e., there is a one to one
correspondence between a TPM and a Platform.)

Therefore, an Endorsement Key is bound to a Platform, (i.e., there is a one to one
correspondence between an Endorsement Key and a Platform.

The Endorsement Key is used in the process of issuance the Attestation Identity Credentials
and to establish a platform owner.

Root of Trust for Storage

The TPM may be used to provide secure storage for an unlimited number of private keys or
other data by means of encryption. The resulting encrypted file, which contains header
information in addition to the data or key, is called a BLOB (Binary Large Object) and is
output by the TPM and can be loaded in the TPM when needed. The functionality of the TPM
can also be used so that private keys generated on the TPM can be stored outside the TPM
(encrypted) in a way that allows the TPM to use them later without ever exposing such keys
in the clear outside the TPM. The TPM uses RSA key technology to encrypt data and keys
and may implement cryptographic algorithms of equivalent strength.

The functionality used to provide secure storage is:

TPM_Seal and TPM_Unseal, which perform RSA encrypt and decrypt, respectively, on
data that is externally generated. The sealing operation encrypts not only the data, but
also the values of the selected PCRs and the locality that must exist during for unseal
and tpmProof, which is a unique secret identifier for the TPM sealing the data. To unseal
the data, three conditions must exist: 1) the appropriate key must be available for
unseal, 2) the TPM PCRs must contain the values defined at the time of the seal
operation, and 3) the value of tpmProof must be the same as that encrypted during the
seal operation. By requiring the PCR values to be duplicated at unseal and the tpmProof
value to be checked, the seal operation allows software to explicitly state the future
“trusted” configuration that the platform must be in for the decrypted key to be used and
for decryption to only occur on the specified TPM.

TPM_Unbind, which RSA decrypts a blob created outside the TPM that has been
encrypted using a public key where the associated private key is stored in the TPM.

The key types used for the Root for Trust of Storage include:

The Storage Root Key (SRK), which is the root key of a hierarchy of keys associated
with a TPM; it is generated within a TPM and is a non-migratable key. Each owned TPM
contains a SRK, generated by the TPM at the request of the Owner. Under that SRK
may be organized different trees dealing with migratable data or non-migratable data.
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Storage keys, which are used to RSA encrypt and RSA decrypt other keys and sealed
data with their security attributes in the Protected Storage hierarchy, only.

Binding Keys, which are used for TPM_Unbind operations only. A binding operation
(performed outside the TPM) associates identification and authentication data with a
particular data set and the entire data blob is encrypted outside the TPM using a binding
key, which is an RSA key. The TPM_Unbind operation uses a private key stored in the
TPM to decrypt the blob so that the data (often a key pair) stored in the blob may be
used.

Other security services and features

The TPM provides cryptographic services hashing of arbitrary data by means of the hash
function SHA-1 and creation of digital signatures with signing keys which must be a leaf of
the Storage Root Key hierarchy. The private key of a singing key pair is used for signing
operations only.

The TPM provides non-volatile storage as a shielded location for data of external entities.
The TPM owner controls access to the non-volatile storage. The access control may include
the need for authentication of the user, delegations, PCR values and other controls.

Keys managed by the TPM may be non-migratable, migratable or certifiable migratable. A
non-migratable key is a key that cannot be transported outside beyond a specific TPM. A
migratable key is a key that may be transported outside the specific TPM. In addition some
keys must be bound to a specific TPM but should be able to be backed-up or migrated under
certain circumstances. The certified migration allows a Migration Selection Authority
therefore to control a migration process without handling the migrated key itself or
respectively uses a Migration Authority to control the migration process without the
knowledge of the data or the migrated key. Those keys which are intended for certified
migration are called certifiable migratable keys

The TPM provides a “tick counter” as a count of the number of ticks that have occurred since
the start of a timing session. The time between the ticks is identified via a “tick rate” but it is
the responsibility of the caller to associate the ticks to an actual UTC time.
The TPM provides also a monotonic counter as an ever-increasing incremental value for
external use.
1.3.3. TPM life cycle
The TPM life cycle has 7 phases from the protection profile prospective:

1. TPM development

2. TPM manufacturing

3. Platform manufacturing and delivery

4. Platform deployment phase
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5. Platform identity registration
6. Platform operation
7. Platform recycling and retirement

The Figure 1 shows typical activities of the TPM life cycle Phase 1 to Phase 7. The Phase 1
and 2 are TOE development and manufacturing. They are subject of the evaluation of the
development environment. The functions in the white area are implemented (e.g. or at least
supported) by the TOE (e.g. EK may be generated by the TOE or injected into TOE). The
grey area shows activities in the TOE environment.

Platform Platform
. Platform Platform ; Platform Recycling
Manufacturin X Identit .
Development utacturing Delivery Deployment entity Operation and
Registration N
Retirement
o TPM * TPM i o OEM EK key « DAA Join * DAA Sign « Key Migration  Platform
development manufacturing air generation ; ownership
P “TPM parg « TPM/Platform | * AlK key pair * Key Backup/ cleared
ownership generation Recovery
conformance o Ke
| — ) y erasures
testing o Post-Mfg. EK o Activation ofthe | e User credentials
« TPM-Mfg EK key generation Identity issuance « RevokeTrust
key pair « Maintenance
generationor
download
* TPM-Mfg EK e OEM-Issued EK | e Organization ¢ AIK credential o Platform o Garbage
credential credential specific issuance authentication collection(e.g.
issuance issuance provisioning o @ EEEE (for various Credentials
. latforms) i
* Platform TBB « Platform « Integrity Values ~creation and p ) revocations).
manufacturing conformance creation and icati o Asset o Credentials
. . publication
and assembly testing (e.g. collection management expiration
VAR .
* Platform + TBB s) e Post-Mfg EK o Trusted network e Data archival
conformance o Integrity credential connections erasure
sl Assertions issuance .
« Integrity X e Platform Health o Credentials
creation e Integrity Services archiving (legal)
Values .
i Assertions
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e Configuration
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N AN AN J
N N
TOE development environment —» TOE preparation TOE operational
TOE delivery

Figure 1: TOE lifecycle

The whole life-cycle of the TPM will be considered during evaluations based on this
Protection Profile as far as the developer/manufacturer of the TOE is directly involved.

The scope of the assurance components referring to the product's life-cycle is limited to
Phases 1 and 2. These phases are under the control of the TPM developer and the TPM
manufacturer. This includes the interfaces to the other phases where information and
material is being exchanged with the partners of the developer/manufacturer of the TOE. The
TPM manufacturer may use the TOE security functions like endorsement key generation
described by security functional requirements.
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The security functional requirements addressed in this protection profile are mainly used in
the Phase 3 to Phase 7.

Application note 1: The intention of the PP is to consider phases 1 and 2 as part of the
evaluation and therefore define TOE delivery according to CC as after phase 2 or later. The
initialization process and its environment may depend on specific security needs of a
platform developer or costumer. The security target shall describe the instantiation of the life
cycle defined in this PP that is relevant for the product evaluation process. It is important to
define the point of TOE delivery in the life cycle required for the evaluation according to CC
requirements ALC_DEL. All development and manufacturing steps before TOE delivery have
to be part of the evaluation under assurance class ALC. This includes generating and loading
the endorsement key into the TPM if this manufacturing option is used for the TOE. All
production, generation and installation procedures between TOE delivery and operational
usage have to be considered in the product evaluation process under AGD_PRE assurance
family. Therefore, the Security Target has to outline the partition the TPM development
environment and the TOE operational environment and the related security objectives for the
TOE development into aspects that are relevant before and after TOE delivery.

1.3.4. User, Subjects, Objects and Operations
User roles

A user is any active entity outside of the TOE. Six operational roles of users are defined for
the TOE.

(1) TPM owner

The TPM owner controls the use of the Endorsement Key and of the Storage Root Key.
The TPM owner creates and controls the Attestation Identity Keys. The TPM Owner
does the selection and the authorization of migration authorities at any time prior to key
migration. The TPM owner may partly delegate his authorization to other users.

(2) Delegated entity

The TPM owner or another delegated entity (within their authorization) may delegate its
authorization for selected commands to a delegated entity by means of a delegation
table in a delegation blob. The delegation table lists the command ordinals allowable for
use by the delegate, the identity of a process that can use the ordinal list, and the
AuthData value to use the ordinal list (cf. to [5] chapter 29 for details).

(3) Entity owner
The user creating an entity and defining the entity owner token AuthData as security

attribute of this entity by means of the AuthData Insertion Protocol (ADIP). The
presentation of the entity owner token is required for loading this entity into the TPM.
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(4)

®)

(6)

Entity user

Entity user uses a loaded entity. The authentication of more than one entity user, i.e.,
verification of knowledge of the entity user token (i.e. usageAuth), may be required as a
condition of using a loaded entity.

User using operatorAuth

User under physical presence may define authorization data operatorAuth for a user role
allowed to deactivate temporarily the TPM.

World

The role “World” is assigned to any user not authenticated for any role listed above.

The TPM knows some user roles by permanently stored individual authentication data: the
TPM owner using ownerAuth and a user role defined by operatorAuth2. Other user roles are
object specific (entity owner and entity user). The users may use these roles except “World”
after authentication only. The user establishing an OSAP session negotiates the
authorization handle and the shared secret as user authentication data during this session.

The user have the following security attributes which are indicated to the TPM in a platform
specific way

Physical presence

The TCG policies require physical presence to be indicated to the TPM to enable the
user to execute privileged commands? or to alter the following states if no TPM owner is
defined: disabled, deactivated, and (ownership-)disabled (cf. [5], chapter 10, and section
6.1.3 TPM Operational Modes pf this PP for further details). The TPM and platform
manufacturer define the way how the TPM physical presence is asserted by hardware
input. The physical presence may be asserted by means of the command
TSC_PhysicalPresence (cf. [7], section 6.6).

Locality

When a platform is designed with a trusted process, the trusted process may wish to
communicate with the TPM and indicate that the command is coming from the trusted
process. The commands that the trusted process sends to the TPM are the normal TPM
commands with a Locality modifier that indicates that the trusted process initiated the
command. The TPM accepts the command as coming from the trusted process merely
due to the fact that the modifier is set (cf. [5], chapter 16, for further details).

3

This user is some times referred to as “operator”.
cf. the ordinal table 12, column “Physical presence”
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Subjects
In the context of this PP the subjects are:
the initialization process initiated by the TPM_Init signal of the platform to the TPM,

the self test which is started after initialization and continued after the
TPM_ContinueSelfTest command is received,

a process receiving, executing and responding to a single command,

a session (sequence of commands) which may establish shared secrets, encryption
keys, and session logs.

The session may be an authorization session (cf. [5], ch. 13), monotonic counter sessions
(cf. [5], sec. 20.1), a tick session (cf. [5], sec. 20.1) or a transport session (cf. [5], chapter 18).

In order to communicate with a subject, users shall first associate themselves with that
subject, through a process called binding. Binding is established with

the user “World” by default,

other users by means of authorization protocols as described in the TPM Main Part 1
Design Principles [5], chapter 13.

The subject is associated with the security attributes
the authData, locality and physical presence presented by the user,
the rolling nonce, authorization handles if the subject is a session,
the authorization handle and the shared secret if the subject is a OSAP session,
the authorization associated with the delegation blob if the subject is a DSAP session,
the current PCR values.

The Object Specific Authorization Protocol (OSAP) session is bound to an object. The
Object-Independent Authorization Protocol (OIAP) session is independent on any object.

Objects and Operations

The data in the shielded location and the protected capabilities of the TPM are the TOE
assets. The objects treated by the TOE are the data generated or stored in the shielded
location or to be imported into or to be exported from the shielded location. The operations of
the TOE are the protected capabilities of the TPM. They are defined by the TPM commands

(cf. [7)).
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The TPM holds operational mode flags as security attributes for all objects stored in the
TPM_PERMANENT_FLAGS (cf. [6] sec. 7.1) and TPM_STCLEAR_FLAGS (cf. [6] sec. 7.2)*

o disable: flag whether the TPM is enabled (FALSE) / disabled (TRUE),
¢ deactivated: flag whether the TPM is active (FALSE) / inactive (TRUE),

e owner: flag indicating whether an owner is installed, unowned (TRUE) / owned
(FALSE)®.

The default value of “disable”, “deactivated” and “unowned” is TRUE.

The security attributes associated with data objects are stored as TPM permanent data, flags
in the TPM and other TPM resources (e.g. NV storage) or associated with data in an
encrypted blob. Note that the authorization data associated with an object define the
authorized user and the related authentication reference data for this user.

The table 1 list the objects, the operation via reference to the commands as described in the
TPM specification [7] and the security attributes of the objects as described in the TPM
specification [6].

Table 1: Objects, operations, security attributes and authorization data

# Object Operation Security attributes and
authorization data
1 |EK® generate: generate an perma- ownerAuth: authorization
nent EK (cf. cmd TPM_Create- data to read public key part
The non-revocable | EndorsementKeyPair [7], sec. and to use EK, defined in
TPM Endorsement | 14.1)". TPM_PERMANENT_DATA

This PP uses the names of the security attributes e.g. “disabled” and refers to the structure where
they are stored (i.e. TPM_PERMANENT_FLAGS for the security attribute “disabled”). The
structures are described in the TPM specification part 2 [6]. The security attributes are used in the
commands described in the TPM specification part 3 [7].

The TPM specification does not define a specific flag indication whether a TPM owner is installed
or not in [6] sec. 7.1. The TPM_TakeOwnership inserts the TPM Ownership value into the TPM.
The TPM_OwnerClear and TPM_ForceClear clears (“‘unowns”) the TPM owner value. The
TPM_TakeOwnership decides on existence of a valid ownerAuth whether the TPM is owned or
not. The readPubek flag is set to FALSE by TPM_TakeOwnership and set to TRUE by
TPM_OwnerClear and TPM_ForceClear, thus mirroring if a TPM Owner is present (cf. [7], sec.
14.4).

This PP addresses permanent (non-revocable) EK only. Revocation of trust and a revocable EK
are optional features described in the package Revoke of Trust, cf. informative annex of this PP.

Note the TPM specification [5] and [7] allows for the manufacturing option to generate the EK
outside the TPM or to “squirt” the EK into the TOE. Because the PP defines mandatory SFR only it
was decided that the PP does not include security functional requirements for generation or
“squirting” the EK. The ST shall state whether generation or “squirting” of the EK (cf. [5], ch. 5) is
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Object

Operation

Security attributes and
authorization data

Key (EK) is an asym-
metric RSA key pair
which is  uniquely
associated with each
TPM device over the

14.1)".

use: take ownership (cf. cmd
TPM_TakeOwnership, [7], sec.
6.1), decryption of AIK creden-

(cf. [6], sec. 7.4)

readPubek: ability to read
the PUBEK without owner
AuthData (the default state is

TPM life time. tials (cf. cmd TPM_Activate- TRUE), defined in
Identity, [7], sec. 15.2), prove a | TPM_PERMANENT_FLAGS
DAA attestation held by a TPM (cf. [6], sec. 7.1)
(cf. cmd TPM_DAA_Sign, [7],
sec. 26.2) CEKPUsed: indication

whether the EK is “squirted”

read: exports the public portion |or generated, defined in
of the EK (cf. cmd TPM_Read- TPM_PERMANENT _
Pubek [7], sec. 14.4, FLAGS (cf. [6], sec. 7.1)
TPM_OwnerReadInternalPub [7],
sec. 14.5)

SRK generate: generate the SRK (cf. |ownerAuth: authorization

The Storage Root Key
(SRK) is the RSA
highest key pair of the
key  hierarchy for
encryption respective
decryption of keys.

cmd TPM_TakeOwnerShip [7],
sec. 6.1)

use: wrap (encrypt) and unwrap
(decrypt) other keys in the
Protected Storage hierarchy (cf.
[7], ch. 10)

delete: Delete the SRK (cf. cmd
TPM_OwnerClear, [7], sec. 6.2;
TPM_ForceClear [7], sec. 6.3)

read: export of the public part (cf.
cmd TPM_GetPubKey [7], sec.
10.6, TPM_OwnerReadInternal-
Pub [7], sec. 14.5)

data to read public key part or
to delete the SRK (cf. [6],
sec. 7.4 to read public key
part)

srkAuth: authorization to use
the SRK for the cmd
TPM_Makeldentity (cf. [7],
sec. 15.1)

srkParams: key parameter
set by cmd
TPM_TakeOwnerShip (cf. [7],
sec. 6.1)

ReadSRKpub: if TRUE:
reading the SRK pub key is
allowed, if FALSE: reading
the SRK pub key is not
allowed, Default is FALSE.
(cf. [6], sec. 7.1)

See also the flags ownership,
disableOwnerClear and

used for the TOE and the evaluation will assess the security of this process in the evaluation sub-
activities ALC_DVS.1 Identification of security measures and ALC_DEL.1 Delivery procedures.
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# Object

Operation

Security attributes and
authorization data

disableForceClear defined in
TPM_PERMANENT_FLAGS
(cf. [6], sec. 7.1)

3 |User Key

Any cryptographic key
except the EK and the
SRK.

create: the subject generates a
key and exports a wrapped key
blob of this key (cf. cmd
TPM_Makeldentity [7], sec. 15.1,
TPM_CreateWrapKey [7], sec.
11.4, TPM_CMK_CreateKey [7],
sec. 11.7),

use: the subject performs a
cryptographic operation
depending on the command
encryption, decryption or signing
(cf. [6], sec. 5.8),

import: the subject loads a key in
form of a wrapped key blob (cf.
command TPM_Activateldentity
[7], sec. 15.2, TPM_LoadKey2,
[7], sec. 10.5, TPM_LoadKey, [7],
sec. 27.9),

export: the subject creates and
exports the newly created key in
form of a wrapped key blob or
exports the public key of a loaded
key (cf. cmd TPM_Makeldentity
[7], sec. 15.1, TPM_CreateWrap-
Key [7], sec. 10.4, or
TPM_CMK_CreateKey [7], sec.
11.7, TPM_GetPubKey [7], sec.
10.6)

delete: delete the key in the
internal storage of the TPM (cf.
cmd TPM_FlushSpecific [7], sec.
22.1, TPM_EvictKey 7], sec.
27.1.1)

authDataUsage: indication
whether authorization
sessions for an key are
required, defined in
TPM_AUTH_DATA_USAGE
(cf. [6], sec. 10.2),

usageAuth: authorization
data for use, defined in
TPM_STORE_ASYMKEY (cf.
[6], sec. 10.6)

migrationAuth: authorization
data for migration, defined in
TPM_STORE_ASYMKEY (cf.
[6], sec. 10.6),

keyUsage: The selection of a
key usage value limits the
choices of encryption and
signature schemes, defined
in TPM_KEY_USAGE (cf. [6],
sec. 5.8),

algorithmParms: identifies
the cryptographic algorithm
and its parameter, defined in
TPM_KEY_PARMS (cf. [6],
sec. 10.1),

keyFlags: describes the
operations allowed for the
key, defined in TPM_KEY
_FLAGS (cf. [6], sec. 5.10),

PCRInfo (optional): value of
selected PCR to control
import and access to keys,
defined in TPM_PCR_INFO
in case of TPM_KEY (cf. [6],
sec. 5.2), and
TPM_PCR_INFO LONG in
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Object

Operation

Security attributes and
authorization data

case of TPM_KEY12 (cf. [6],
sec. 5.3)

OwnerEvict: keys under
control of the OwnerEvict flag
must stay resident in the TPM
(cf. to TPM_KEY_CONTROL _-
OWNER_EVICT bit in [6],
sec.10.9, and the cmd
TPM_KeyControlOwner, [7],
sec. 21.1, TPM_FlushSpe-
cific, [7], sec. 22.1, and
TPM_EvictKey [7], sec. 27.1)

Monotonic counter

create: create a monotonic
counter (cf. cmd TPM_Create-

countld: identity of the
counter for reference in the

The monotonic | Counter, [7], sec. 25.1), cmd using the counter (cf. [6],
counter provides an sec. 7.5),
ever-increasing read: read the value of the
incremental value to | monotonic counter (cf. cmd authHandle: authorization
the user. TPM_ReadCounter, [7], sec. session handle used for
25.1), owner authentication. (cf. [6],
sec. 5.6)
increment: increment the value
of the monotonic counter (cf. cmd
TPM_IncrementCounter, [7], sec.
25.2),
release: delete the monotonic
counter by cmd TPM_Release-
Counter (cf., [7], sec. 25.4) and
TPM_ReleaseCounterOwner (cf.
[7], sec. 25.5)
NV storage create: create the NV storage authValue: authorization

Non-volatile storage of
the TPM provided to
the user and protected
by access rights
managed by the TPM
owner.

area and define its security
attributes (cf. cmd
TPM_NV_DefineSpace [7], sec.
25.1),

read: read the value of a register
in the NV storage area (cf. cmd
TPM_NV_ReadValue [7], sec.
25.1, TPM_NV_ReadValueAuth
[7], sec. 25.2,),

session handle used for NV
storage (cf. [6], sec. 19.4),

noOwnerNVWrite: The count
of NV writes that have
occurred when there is no
TPM Owner. This value starts
at 0 in manufacturing and
after each TPM_OwnerClear.
If the value exceeds 64 the
TPM returns TPM_ MAXNV-
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Object

Operation

Security attributes and
authorization data

write: write a value into a register

in the NV storage area (cf. cmd
TPM_NV_WriteValue [7], sec.

25.2, TPM_NV_WriteValueAuth

[7], sec. 25.3),

WRITES to any command
attempting to manipulate the
NV storage. (cf. TPM_PER-
MANENT_DATA in [6], sec.
7.4)

nvLocked: flag indicating the
activation of authorization
checks. TRUE: All NV area
authorization checks are
active FALSE: No NV area
checks are performed, except
for maxNVWrites. FALSE is
the  default value  (cf.
TPM_PERMANENT _
FLAGS in [6], sec. 7.1).

pcrinfoRead and
pcrinfoWrite: values of
selected PCR to control
access to the NV storage,
defined in TPM_NV_DA-
TA_PUBLIC (cf. [6], sec.
19.3) including
localityAtRelease, which
controls read and write
access depending on locality
(cf. TPM_PCR_INFO_-
SHORT in [6], sec. 8.5)

permissions: permissions to
manipulate the area, defined
in TPM_NV_ATTRIBUTES
(cf. [6], sec. 19.2)

bReadSTClear,
bWriteSTClear;
bWriteDefine: flags defined
in TPM_NV_DATA_PUBLIC
(cf. [6], sec. 19.3)

6 |PCR

Platform Configuration

reset: reset the PCR value to a
well defined value (cf. cmd
TPM_Startup [7], sec. 3.2,

pcrReset, pcrResetLocal,
pcrExtendLocal: flags as
defined in TPM_PCR_ATTRI-
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Object Operation Security attributes and
authorization data
Register (PCR) | TPM_PCR_Reset [7], sec. 16.1), |BUTES (cf. [6], sec. 8.8)
intended to record

measurement digests
and to be used for
attestation and access
control.

read: read the value of a PCR
(cf. cmd TPM_PCRRead [7], sec.
16.2),

guote: sign with an identified
signing key and export the values
of identified set of PCR (cf. cmd
TPM_Quote [7], sec. 13.3,
TPM_Quote2 [7], sec. 15)

extend: calculate the hash value
of the PCR value and the result
of a pending hash calculation (cf.
cmd TPM_SHA1CompleteExtend
[7], sec. 13.4) or an presented
data (cf. cmd TPM_Extend, [7],
sec. 13.1) and the LPC
commands TPM_HASH_START,
TPM_HASH_DATA and
;FPM_HASH_END (cf. [8], ch. 8).

RNG

The TPM random
number generator
(RNG) creates
random numbers

provided to the user
and for internal use
(e.g. key generation,
secrets, nonce).

read: read the next random
number generated by the TPM
(cf. cmd TPM_GetRandom [7],
sec. 7.1),

refresh: provides any data as
input to the random number
generator to refresh the internal
state of the random number
generator (cf. cmd TPM_StirRan-
dom [7], sec. 7.2)

No security attributes

Migration Key Blob

Data object containing

a User Key to be
migrated to another
TPM.

create: create a Migration Key
Blob for an imported warped key
blob (cf. cmd
TPM_CreateMigrationBlob, [7],
sec. 11.1),

payload type =
TPM_PT_MIGRATE

migrationAuth: migration
authorization data, defined in
TPM_STORE_ASYMKEY (cf.

Note the PCR are used internally to control access by the commands TPM_Seal, TPM_Sealy, ...

as well.
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# Object Operation Security attributes and
authorization data
TPM. migrate: (cf. cmd [6], sec. 10.6)

TPM_MigrateKey, [7], sec. 11.4),
authDataUsage, KeyUsage,

convert: (cf. cmd algorithmParms, keyFlags,

TPM_ConvertMigrationBlob, [7], |PCRInfo (optional): see

sec. 11.2) User Key (cf. TPM_KEY, [6],
sec. 10.2)

9 |Certified Migration |create: (cf. cmd payload type =
Key Blob TPM_CMK_CreateBlob [7], TPM_PT_CMK_MIGRATE
sec.11.9),
Data object containing authDataUsage, KeyUsage,
a User Key to be|migrate: (cf. cmd algorithmParms, keyFlags,
migrated to another | TPM_MigrateKey, [7], sec. 11.4), | PCRInfo: see User Key as
TPM under control of defined in TPM_KEY12 (cf.
a migration authority | convert: (cf. cmd [6], sec. 10.33)
can be controlled (cf.| TPM_CMK_ConvertMigration,
Certified Migration | [7], sec. 11.10) migrationAuth: migration
Key Type [7] ch. 37). authorization data, defined in
TPM_STORE_ASYMKEY (cf.
[6], sec. 10.6, and
TPM_CMK_AUTH in [6], sec.
5.16 for details)
10 | Context save (cf. cmd TPM_SaveContext |resourceType : type of data

[7], sec. 21.2, stored in the context (cf.

A TPM resource | TPM_SaveKeyContext [7], sec. |TPM_STANY_DATA, [€],
cached outside the|27.12.1, TPM_SaveAuthContext |sec. 7.6)
TPM. The resource|[7], sec. 27.12.3),
may be a User Key, a tpmProof: the context is bind
authorization session |load (cf. cmd TPM_LoadContext |to the TPM by including the
context, a transport|[7], sec. 21.3, unique tpmProof (cf. TPM_-
session context or a|TPM_LoadKeyContext [7], sec. |PERMANENT_FLAGS in [6],
DAA TPM specific|27.12.2, TPM_LoadAuthContext |sec. 7.1) in the integrityDigest
blob. [7], sec. 27.12.4) (cf. e.g. cmd TPM_Load-
Context [7], sec. 21.3)

11 |Tick Counter read: reading the counter value |Tick Session Nonce (TSN):

(cf. cmd TPM_GetTicks [7], sec. |unigue name of the tick

The number of timer|5.2), counter defined in

ticks the TPM has TPM_CURRENT_TICKS (cf.
counted from the start | create time stamp (cf. cmd [6], sec. 15.1).

of a timing session. TPM_TickStampBlob [7], sec.

5.2) Tick Increment Rate (TIR):
rate at which the TCV is
incremented per second
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Object

Operation

Security attributes and
authorization data

defined in TPM_CURRENT _-
TICKS (cf. [6], sec. 15.1).

12

Sealed Data

An encrypted data
blob which the TPM
will import and decrypt
if a selected set of
PCR and tpmProof
match specified
values and the key for
decryption is
available.

export: (cf. cmd TPM_Seal, [7],
sec. 10.1, and TPM_Sealx, [7],

sec. 10.7),

import: (cf. cmd TPM_Unseal,
[7], sec. 10.2),

payload type =
TPM_PT_SEAL

AuthData: authorization data
for import of the sealed data
(cf. [6], sec. 9.3),

tpmProof: the context is bind
to the TPM by including the
unique tpmProof (cf.
TPM_MANENT_FLAGS in
[6], sec. 7.1) in the integrity-
Digest (cf. [6], sec. 9.3),

PCRInfo (optional): value of
selected PCR to control
import and access to the
sealed data, defined as
TPM_PCR_INFO (cf. [6], sec.
8.3) (or none PCR
information) in case of
TPM_STORED_DATA (cf.
[6], sec. 9.1) or
TPM_PCR_INFO_LONG (cf.
[6], sec. 8.4) in case of
TPM_STORED_DATA12 (cf.
[6], sec. 9.2)

13

Bound Blob

A data blob encrypted
under an asymmetric
key

unbind: import of an encrypted
data blob (cf. cmd TPM_Unbind

[7], sec. 10.3)

payload type =
TPM_PT_BIND

none security attributes

TSF data and user data

The objects listed in table 1 are user data except the EK and SRK.

The TSF data are

EK and SRK,
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authentication reference data of the TPM owner, the entity using operatorAuth,
delegated entities, owner of entities, user of entities, and

TPM  flags disable, deactivated and ownership as part of the
TPM_PERMANENT_FLAGS,

security attributes of the objects and subjects.
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2. Conformance Claims

Conformance statement: this PP requires strict conformance of any ST or PP, which claims
conformance to this PP.

2.1. CC Conformance Claim

This Protection Profile claims to be conformant with the Common Criteria version 3.1
Release 2.

This PP claims to be conformant to Common Criteria Part 2 [2] extended and to Common
Criteria part 3 [3].

2.2. PPClaim
This PP does not claim conformance to any other PP.
2.3. Package Claim

This PP is conforming to assurance package EAL4 augmented with ALC FLR.1 and
AVA_VAN.4 defined in CC part 3 [3].
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3. Extended Components Definition

3.1. Family Random Number Generation

To define the IT security functional requirements of the TOE an additional family (FCS_RNG)
of the Class FCS (cryptographic support) is defined here. This family describes the functional
requirements for random number generation used for cryptographic purposes. The random
number generation is provided to the user and used internally, but it is not limited to
generation of authentication data or cryptographic keys.

FCS_RNG Generation of random numbers

Family behaviour

This family defines quality requirements for the generation of random numbers which
are intended to be use for cryptographic purposes.

Component levelling:

FCS_RNG Generation of random numbers 1

FCS_RNG.1 Generation of random numbers requires that random numbers
meet a defined quality metric.

Management: FCS_RNG.1
There are no management activities foreseen.
Audit: FCS_RNG.1

There are no actions defined to be auditable.

FCS_RNG.1 Random number generation

Hierarchical to: No other components.

Dependencies: No dependencies.

FCS_RNG.1.1 The TSF shall provide a [selection: physical, non-physical true,

deterministic, hybrid] random number generator that
implements: [assignment: list of security capabilities].

FCS_RNG.1.2 The TSF shall provide random numbers that meet [assignment:
a defined quality metric].
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4. Security Problem Definition

4.1.

Threats

This section of the security problem definition shows the threats that are to be countered by
the TOE, its development environment, its operational environment, or a combination of
these three. A threat consists of a threat agent, an asset (either in the operational or in the
development environment) and an adverse action of that threat agent on that asset.

Table 2: Threats

Description

An undetected compromise of the data in shielded locations
may occur as a result of an attacker (whether an insider or
outsider) attempting to perform actions that the individual or
capability is not authorized to perform.

An unauthorized individual or user may tamper with TSF,
security attributes or other data in order to bypass TOE
security functions and gain unauthorized access to TOE
assets.

An user or an attacker may export data from shielded
locations without security attributes or with insecure security
attributes, causing the data exported to be erroneous and
unusable, to allow erroneous data to be added or substituted
for the original data, and/or to reveal secrets.

Cryptographic key generation or operation may be incorrectly
implemented, allowing an unauthorized individual or user to
compromise keys generated within the TPM or encrypted data
or to modify data undetected.

An unauthorized individual or user of the TOE may cause
unauthorized disclosure or modification of TOE assets by
physically interacting with the TOE. The attacker may be a
hostile user of the TOE.

An unauthorized individual may impersonate an authorized
user of the TOE (e.g. by dictionary attacks to guess the
authorization data) and thereby gain access to TOE data in
shielded location and protected capabilities.

A user or attacker may import data without security attributes
or with erroneous security attributes, causing key ownership
and authorization to be uncertain or erroneous and the system
to malfunction or operate in an insecure manner.

The TOE may start-up in an insecure state or enter an
insecure state, allowing an attacker to obtain sensitive data or
compromise the system.

# Threat

1 | T.Compromise
2 | T.Bypass

3 | T.Export

4 | T.Hack_Crypto
5 | T.Hack_Physical
6 | T.Imperson

7 | T.Import
8 | T.Insecure_State
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# Threat

Description

9 | T.Intercept

An attacker may intercept the communication between a user

and the TPM subjects to gain knowledge of the commands
and data sent to the subject or manipulate the communication.

10 | T.Malfunction TOE assets may be modified or disclosed to an unauthorized

individual or user of the TOE, through malfunction of the TOE.

11 | T.Modify An attacker may modify data in shielded locations or their
security attributes in order to gain access to the TOE and its

assets.

12 | T.Object_Attr Change | A user or attacker may create an object with no security
attributes or make unauthorized changes to security attribute
values for an object to enable attacks.

13 | T.Replay An unauthorized individual may gain access to the system and
sensitive data through a “replay” or “man-in-the-middle” attack
that allows the individual to capture identification and

authentication data.

14 | T.Repudiate_Transact | An originator of data may deny originating the data to avoid
accountability.

15 | T.Residual_Info A user may obtain information that the user is not authorized
to have when the data in shielded locations is no longer

actively managed by the TOE (“data scavenging”).

4.2. Organisational Security Policies

This section of the security problem definition shows the Organizational Security Policies
(OSPs) that are to be enforced by the TOE, its development environment, its operational
environment, or a combination of these three. OSPs are rules, practices, or guidelines.
These may be laid down by the organization controlling the operational environment of the
TOE, or they may stem from legislative or regulatory bodies. OSPs can apply to the TOE,
the operational environment of the TOE, and/or the development environment of the TOE.

Table 3: Organizational Security Policies

# | OSP Description

OSP.Anonymity Authorized users shall be able to hide temporarily the TPM

attestation identity.

2 | OSP.Context_Mana- | A resource manager shall be able to secure caching of
gement resources without knowledge or assistance from the application
that loaded the resource.

3 | OSP.Delegation The TPM supports multiple trusted processes obeying the
principle of least privilege by means of role based administration

and separation of duty by allowing delegation of individual TPM
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OoSsP

Description

Owner privileges to individual entities, which may be trusted
processes.

OSP.Locality

The TCG platform supports multiple transitive trust chains by
means of a mechanism known as locality. The Host Platform's
trusted processes assert their locality to the TPM. The TPM
guards access to resources PCRs and NV Storage Space, to
keys and data to be imported, and to defined commands
depending on the execution environment’s privilege level.

OSP.RT_Measure-
ment

The root of trust for measurement calculates and stores the
measurement digests as hash values of a representation of
embedded data or program code (measured values) for
reporting.

OSP.RT_Reporting

The root of trust for reporting attests the authenticity of
measurement digests based on trusted platform identities by
means of digital signatures with the certified AIK.

OSP.RT_Storage

The root of trust for storage protects the keys and data
entrusted to the TPM in confidentiality and integrity.

OSP.Anonymous_
Attestation

The DAA issuer and the TPM owner establish a procedure for
attestation without revealing the attestation information (i.e. the
identity of the TPM).

4.3.

Assumptions

This section of the security problem definition shows the assumptions that the TOE makes
on its operational environment in order to be able to provide security functionality. If the TOE
is placed in an operational environment that does not meet these assumptions, the TOE may
not be able to provide all of its security functionality anymore.

Table 4. Assumptions to the IT environment

# | Assumption Description
1 | A.Configuration The TOE will be properly installed and configured.
2 | A.Physical_Presence | The Host Platform's trusted processes assert physical presence
of local operator to the TPM.
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5. Security Objectives
5.1.  Security Objectives for the TOE

The security objectives are a concise and abstract statement of the intended solution to the
problem defined by the security problem definition. The TOE provides security functionality
to solve a certain part of the problem defined by the security problem definition. This part
wise solution is called the security objectives for the TOE and consists of a set of statements
describing the security goals that the TOE should achieve in order to solve its part of the
problem.

Table 5: Security objectives for the TOE

# Objective Description

1 O.Anonymity The TOE must allow the user authenticated by operatorAuth
and the user “World” under physical presence temporarily to
deactivate the TPM and to hide the TPM attestation identity
during a user session.

2 O.Context_Management | The TOE must ensure a secure wrapping of a resource
(except EK and SRK) in a manner that securely protects the
confidentiality and the integrity of the data of this resource
and allows the restoring of the resource on the same TPM
and during the same operational cycle only.

3 O.Crypto_Key_Man The TOE must manage cryptographic keys in a secure
manner including generation of cryptographic keys using the
TOE random number generator as source of randomness.

4 O.DAC The TOE must control and restrict user access to the TOE
protected capabilities and shielded location in accordance
with a specified access control policy where the object
owner manages the access rights for their data objects
using the principle of least privilege.

5 O.Export When data are exported outside the TPM, the TOE must
securely protect the confidentiality and the integrity of the
data as defined for the protected capability®. The TOE shall
ensure that the data security attributes being exported are
unambiguously associated with the data.

®  Note, the data in a sealed data blob will be protected in confidentiality but will not be protected in

integrity.
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Objective

Description

O.Fail_Secure

The TOE must enter a secure failure mode in the event of a
failure.

O.General_Integ_Checks

The TOE must provide checks on system integrity and user
data integrity.

O.I1&A

The TOE must identify all users, and shall authenticate the
claimed identity except the user “World” before granting a
user access to the TOE facilities.

O.Import

When data are being imported into the TOE, the TOE must
ensure that the data security attributes are being imported
with the data and the data is from authorized source. In
addition, the TOE shall verify those security attributes
according to the TSF access control rules. TOE supports the
protection of confidentiality and the verification of the
integrity of imported data (except the verification of the
integrity of the data within a sealed data blob).

10

O.Limit_Actions_Auth

The TOE must restrict the actions a user may perform
before the TOE verifies the identity of the user. This includes
requirements for physical presence of the user.

11

O.Locality

The TOE must control access to objects based on the
locality of the process communicating with the TPM.

12

O.Record_Measurement

The TOE must support calculating hash values and
recording the result of a measurement.

13

0O.MessageNR

The TOE must provide user data integrity, source
authentication, and the basis for source non-repudiation
when exchanging data with a remote system.

14

O.No_Residual_Info

The TOE must ensure there is no “object reuse,” i.e. there is
no residual information in information containers or system
resources upon their reallocation to different users.

15

O.Reporting

The TOE must report measurement digests and attests to
the authenticity of measurement digests.

16

O.Security_Attr Mgt

The TOE must allow only authorized users to initialize and
to change security attributes of objects and subjects. The
management of security attributes shall support the principle
of least privilege by means of role based administration and
separation of duty.
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Objective

Description

17

O.Security_Roles

The TOE must maintain security-relevant roles and

association of users with those roles.

18

O.Self Test

The TOE must provide the ability to test itself, verify the
integrity of the shielded data objects and the protected
capabilities operate as designed and enter an secure state
in case of detected errors.

19

0O.Single_Auth

The TOE must provide a single use authentication
mechanism and require re-authentication to prevent “replay”
and “man-in-the-middle” attacks.

20

O.Transport_Protection

The TOE must provide the confidentiality of the payload of
the commands within a transport session and the integrity of
the transport log of commands.

21

O.DAA

The TPM must support the TPM owner for attestation to the
authenticity of measurement digests without revealing the
attestation information by implementation of the TPM part of
the Direct Anonymous Attestation Protocol.

22

O.Tamper_Resistance

The TOE must resist physical tampering of the TSF by
hostile users.

5.2.

Security Objectives for the Operational Environment

Table 6: Security objectives for the operational Environment

# |[Objective Name

Objective Description

OE.Configuration

The TOE must be installed and configured properly for starting
up the TOE in a secure state. The security attributes of
subjects and objects shall be managed securely by the
authorized user.

2 | OE.Locality

The developer of the host platform must ensure that trusted
processes indicate their correct locality to the TPM and
untrusted processes are able to assert just the locality O or
Legacy only to the TPM.

3 | OE.Physical_Presence

The developer of the host platform must ensure that physical
presence indicated to the TOE implies interaction by an
operator and is difficult or impossible to spoof by rogue
software or remote attackers.
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OE.Int_Prot_Sealed_Blob

The IT environment must protect the integrity of sealed data
blobs.

OE.Credential

The IT environment must create EK and AIK credentials by
trustworthy procedures for the root of trust for reporting.

OE.Measurement

The platform part of the root of trust for measurement provides
a representation of embedded data or program code
(measured values) to the TPM for measurement..

7 |OE.DAA

The DAA issuer must support a procedure for attestation
without revealing the attestation information based on the
Direct Anonymous Attestation Protocol.

5.3.  Security Objectives Rationale

The table 7 provides an overview of the mapping between the security objective for the TOE
and the functional security requirements.

Table 7: Securit

objective rationale

TOE

O.Anonimity

O.Context_Mana

gement

O.Crypto_Key_Man

O.Export

g_Checks

O.MessageNR
OE.CrgdentiaI

O.Locality
OE.Int_Prot_Sealed Blob

O.Record_Measurement
O.No_Residual_Info
O.Security_Attr_Mgt
O.Transport_Protection
O.DAA
O.Tamper_Resistance
OE.Physical_Presemce
OE.Measurement

OE.Configuration
OE.DAA

O.Reporting
O.Self_Test
0.Single_Auth
OE.Locality

O.Import
O.Limit_Actions_Auth

O.Fail_Secure
O.General_Inte

T.Compromise

X [O.DAC

X |0.Security_Roles

X [O.1&A

T.Bypass

x

T.Export

x
x

T.Hack_Crypto

T.Hack_Physical

T.Imperson

T.Import

T.Insecure_State

T.Intercept

T.Malfunction

T.Modify

T.Object_Attr_
Change

T.Replay

T.Repudiate_
Transact
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TOE

gement

O.Crypto_Key_Man

O.DAC
O.Export

g_Checks

OE.CrgdentiaI

O.MessageNR

O.Locality
OE.Int_Prot_Sealed Blob

OE.Physical_Presemce

O.Security Attr_Mgt
O.Security_Roles
0.Self_Test
O.Transport_Protection
O.DAA
O.Tamper_Resistance
OE.Configuration
OE.Measurement
OE.DAA

0.Single_Auth
OE.Locality

O.Record Measurement
O.Reporting

O.Import
O.Limit_Actions_Auth

O.Context_Mana
O.Fail_Secure
O.General_Inte

O.Anonimity
O.1&A

T.Residual_Info

X |0.No_Residual_Info

OSP.Anonymity

X

OSP.Context_
Management

OSP.Delegation X X

OSP.Locality X X

ment

OSP.RT_Measure- X X

OSP.RT_Reporting X X

OSP.RT_Storage X | X| X XX

OSP.Anonymous_ X
Attestation

A.Configuration X

A.Phys_Presence X

T.Compromise: An undetected compromise of the data in shielded locations may occur as
a result of an attacker (whether an insider or outsider) attempting to perform actions that the
individual or capability is not authorized to perform.

T.Compromise is countered by O.1&A, O.DAC, and O.Security_Roles. These objectives limit
the ability of a user to the performance of only those actions that the user is authorized to
perform:

O.1&A: The TOE must identify all users, and shall authenticate the claimed identity
except the user “World” before granting a user access to the TOE facilities. This
objective provides the prerequisite for the application of the access control roles for
the subjects by uniquely identifying users and requiring authentication of the user
bound to a subject.

O.DAC: The TOE must control and restrict user access to the TOE protected
capabilities and shielded location in accordance with a specified access control policy
where the object owner manages the access rights for their data objects using the
principle of least privilege. This objective limits an attacker from performing
unauthorized actions through a defined access control policy.

O.Security_Roles: The TOE must maintain security-relevant roles and association of
users with those roles. This objective further supports the access control policy by
associating each user with a role, which then can be assigned a specific access
control policy.
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T.Bypass: An unauthorized individual or user may tamper with TSF, security attributes or
other data in order to bypass TOE security functions and gain unauthorized access to TOE
assets.

T.Bypass is countered by O.Security_Attr_Mgt. These objectives allow the TOE to invoke
the TSF in all actions and to counter the ability of unauthorized users to tamper with TSF,
security attributes or other data:

o O.Security Attr_Mgt: The TOE must allow only authorized users to initialize and to
change security attributes of objects and subjects. The management of security
attributes shall support the principle of least privilege by means of role based
administration and separation of duty.. This objective requires that only authorized
users be allowed to initialize and change security attributes, which counters the threat
of an unauthorized user making such changes.

T.Export: A user or an attacker may export data from shielded locations without security
attributes or with insecure security attributes, causing the exported data to be erroneous and
unusable, to allow erroneous data to be added or substituted for the original data, and/or to
reveal secrets.

T.Export is countered by O.Export, O.Security Attr_Mgt and OE.Configuration. These
objectives ensure the protection of confidentiality and integrity of exported data with secure
security attributes bound to these data.

o O.Export: When data are exported outside the TPM, the TOE shall securely protect
the confidentiality and the integrity of the data as defined by the protected capability.
The TOE shall ensure that the data security attributes being exported are
unambiguously associated with the data.

e The objective O.Security Attr_Mgt limits initialization and management of security
attributes of objects and subjects to authorized users only. The objective
OE.Configuration requires the authorized user to manage these security attributes
securely. Thus the object can not be exported with insecure security attributes.

T.Hack_Crypto: Cryptographic key generation or operation may be incorrectly implemented,
allowing an unauthorized individual or user to compromise keys generated within the TPM or
encrypted data or undetected modification of data.

T.Hack_Crypto is countered by O.Crypto_Key_ Man. The security objective ensures secure
key management and cryptographic operation.

e O.Crypto_Key_ Man: The TOE must manage cryptographic keys in a secure manner
including generation of cryptographic keys using the TOE random number generator
as source of randomness.

T.Hack_Physical: An unauthorized individual or user of the TOE may cause unauthorized
disclosure or modification of TOE assets by physically interacting with the TOE. The attacker
may be a hostile user of the TOE. T.Hack_Physical is countered by O.Tamper_Resistance
and O.DAC: O.Tamper_Resistance requires the TOE to resist physical tampering of the TSF
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which control and restrict user access to the TOE protected capabilities and shielded
location according to O.DAC.

T.Imperson: An unauthorized individual may impersonate an authorized user of the TOE
and thereby gain access to TOE data in shielded location and protected capabilities.

T.Imperson is countered by O.I&A, O.Security Roles, O.Import, O.Locality, OE.Locality,
O.Limit_Actions_Auth and OE.Physical_Presence. These objectives prevents impersonation
by authentication based on managed roles with their security attributes and access control
considering security attributes of the users securely provided by the TOE environment:

e O.I&A: The TOE must identify all users, and shall authenticate the claimed identity
except the user “World” before granting a user access to the TOE facilities. This
objective provides the prerequisite for the application of the access control roles for
the subjects by uniquely identifying users and requiring authentication of the user
bound to a subject.

e 0O.Security_Roles: The TOE must maintain security-relevant roles and association of
users with those roles. This objective further supports the access control policy by
associating each user with a role, which then can be assigned a specific access
control policy.

¢ O.Import: When data are being imported into the TOE, the TOE must ensure that the
data security attributes are being imported with the data and the data is from
authorized source. In addition, the TOE shall verify those security attributes according
to the TSF access control rules. TOE supports the protection of confidentiality and the
verification of the integrity of imported data (except the verification of the integrity of
the data within a sealed data blob).

e O.Locality includes locality as security attribute of the user to access control and
OE.Locality ensures that trusted processes indicate their correct locality to the TPM
and untrusted processes are able to assert the locality O or Legacy only to the TPM.

e O.Limit_Actions_Auth includes requirements for physical presence of the user to
restrict the actions a user may perform before the TOE verifies the identity of the
user.

e OE.Physical_Presence requires the developer of the host platform to ensure that
physical presence indicated to the TOE implies direct interaction by a operator and is
difficult or impossible to spoof by rogue software or remote attackers.

T.Import: A user or attacker may import data without security attributes or with erroneous
security attributes, causing key ownership and authorization to be uncertain or erroneous
and the system to malfunction or operate in an insecure manner.

T.Import is countered by O.Import, which states: When data are being imported into the
TOE, the TOE must ensure that the data security attributes are being imported with the data
and the data is from authorized source. In addition, the TOE shall verify those security
attributes according to the TSF access control rules. TOE supports the protection of
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confidentiality and the verification of the integrity of imported data (except the verification of
the integrity of the data within a sealed data blob). The integrity of the data in a sealed data
blob (which is not protected by the TOE itself) shall be protected by the IT environment as
stated in OE.Int_Prot_Sealed_Blob.

T.Insecure_State: The TOE may start-up in an insecure state or enter an insecure state,
allowing an attacker to obtain sensitive data or compromise the system.

T.Insecure_State is countered by O.Security_Attr_Mgt, O.Fail_Secure,
0O.General_Integr_Checks and OE.Configuration. These objectives ensure the integrity or
secure security attributes and preservation of secure state in case of failure:

e O.Security_Attr_Mgt: The TOE must allow only authorized users to initialize and to
change security attributes of objects and subjects. The management of security
attributes shall support the principle of least priviliege by means of role based
administration and separation of duty.

e O.General_Integr_Checks The TOE must provide checks on system integrity and
user data integrity.

e O.Fail_Secure: The TOE must enter a secure failure mode in the event of a failure.

e OE.Configuration: This security objective requires the IT environment to install and
configure the TOE for starting up in a secure way.

T.Intercept: An attacker may intercept the communication between a user and the TPM
subjects to gain knowledge of the commands and data sent to the subject or manipulate the
communication.

T.Intercept is directly countered by O.Transport_Protection, which states: The TOE must
provide the confidentiality of the payload of the commands within a transport session and the
integrity of the transport log of commands.

T.Malfunction: TOE assets may be modified or disclosed to an unauthorized individual or
user of the TOE, through malfunction of the TOE.

T.Malfunction is countered by O.Self Test and O.Fail_Secure. These objectives address
detection of and preservation of secure states in case of failure.

e 0O.Self_Test: The TOE must provide the ability to test itself, verify the integrity of the
shielded data objects and the protected capabilities operate as designed and enter an
secure state in case of detected errors.

o O.Fail_Secure: The TOE must enter a secure failure mode in the event of a failure.

T.Modify: An attacker may modify data in shielded locations or their security attributes in
order to gain access to the TOE and its assets. The integrity of the information may be
compromised due to the unauthorized modification or destruction of the information by an
attacker.
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T.Modify is countered by O.Lim_Action_Auth, O.I1&A, O.DAC and O.Security_Roles. These
objectives support the ability of the TOE to limit unauthorized user access and to maintain
data and system integrity through appropriate management of cryptographic data in
particular:

e O.Lim_Action_Auth: The TOE must restrict the actions a user may perform before the
TOE verifies the identity of the user. This includes requirements for physical presence
of the user.

e O.I&A: The TOE must identify all users, and shall authenticate the claimed identity
except the user “World” before granting a user access to the TOE facilities.

e O.DAC:. The TOE must control and restrict user access to the TOE protected
capabilities and shielded location in accordance with a specified access control policy
where the object owner manages the access rights for their data objects using the
principle of least privilege.

e 0O.Security Roles: The TOE must maintain security-relevant roles and association of
users with those roles.

T.Object_Attr_Change: A user or attacker may create an object with no security attributes
or make unauthorized changes to security attribute values for an object to enable attacks.

T.Object_Attr_Change is directly countered by O.Security_Attr_Mgt, which states: The TOE
shall allow only authorized users to initialize and to change security attributes of objects and
subjects.

T.Replay: An unauthorized individual may gain access to the system and sensitive data
through a “replay” or “man-in-the-middle” attack that allows the individual to capture
identification and authentication data.

T.Replay is directly countered by O.Single_Auth, which states: The TOE must provide a
single use authentication mechanism and require re-authentication to prevent “replay” and
“man-in-the-middle” attacks.

T.Repudiate_Transact: An originator of data may deny originating the data to avoid
accountability.

T.Repudiate_Transact is directly countered by O.MessageNR, which states: The TOE must
provide user data integrity, source authentication, and the basis for source non-repudiation
when exchanging data with a remote system.

T.Residual_Info: A user may obtain information that the user is not authorized to have when
the data in shielded locations is no longer actively managed by the TOE (“data scavenging”).

T.Residual_Info is directly countered by O.No_Residulal_Info, which states: The TOE must
ensure there is no “object reuse,” i.e. there is no residual information in information
containers or system resources upon their reallocation to different users.
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OSP.Anonymity: The TOE shall support authorized users to hide the platform or attestation
identity.

OSP.Anonymity is implemented by the O.Anonymity, which states: The TOE must allow the
user authenticated by operatorAuth and the user “World” under physical presence
temporarily to deactivate the TPM and to hide the TPM attestation identity during a user
session.

OSP.Context_Management: A resource manager shall be able to secure caching of
resources without knowledge or assistance from the application that loaded the resource.

The OSP.Context_Management is implemented by the O.Context Management, which
states: The TOE must ensure a secure wrapping of a resource (except EK and SRK) in a
manner that securely protects the confidentiality and the integrity of the data of this resource
and allows the restoring of the resource on the same TPM and during the same operational
cycle only.

OSP.Delegation: The TPM support multiple trusted processes obeying the principle of least
privilege by means of role based administration and separation of duty.

The OSP.Delegation is implemented by the O.DAC and O.Security Attr_Mgt. These
objectives require the access control and the management of the security attributes to
support delegation:

e O.DAC: The TOE must control and restrict user access to the TOE protected
capabilities and shielded location in accordance with a specified access control policy
where the object owner manages the access rights for their data objects using the
principle of least privilege.

e O.Security Attr_Mgt: The TOE must allow only authorized users to initialize and to
change security attributes of objects and subjects. The management of security
attributes shall support the principle of least privilege by means of role based
administration and separation of duty.

OSP.Locality: The TCG platform supports multiple transitive trust chains by means of a
mechanism known as locality. The Host Platform's trusted processes assert their locality to
the TPM. The TPM shall guard access to resources PCRs and NV Storage Space, to keys
and data to be imported, and to defined commands depending on the execution
environment’s privilege level.

The OSP.Locality is implemented by the objective O.Locality and OE.Locality. These
objectives address the TOE using locality for access control and the environment providing
this security attribute of the user for the TOE.

e O.Locality: The TOE must control access to objects based on the locality of the
process communicating with the TPM.
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e OE.Locality: The developer of the host platform must ensure that trusted processes
indicate their correct locality to the TPM and untrusted processes are able to assert
just the locality O or Legacy only to the TPM.

OSP.RT_Measurement: The root of trust for measurement calculates and stores the
measurement digests as hash values of a representation of embedded data or program
code (measured values) provided to the TPM by other parts of the root of trust for
measurement.

The OSP.RT_Measurement is implemented by the TOE and a platform part of the root of
trust for measurement. This implementation implies two security objectives.

e The objective O.Record Measurement, which describes the responsibility of the
TOE: The TOE must support calculating hash values and recording the result of a
measurement.

e The objective for the environment OE.Measurement, which describes the
responsibility of the platform part of the root of trust for measurement: The platform
part of the root of trust for measurement provides a representation of embedded data
or program code (measured values) to the TPM for measurement..

OSP.RT_Reporting: The TPM as root of trust for reporting attests the authenticity of
measurement digests based on trusted platform identities by means of digital signatures with
the certified AIK.

The OSP.RT_Reporting is implemented by the objectives

¢ O.Reporting, which states: The TOE must report measurement digests and attests to
the authenticity of measurement digests.

e OE.Crendetials, which addresses trustworthy procedures for creation of EK and AIK
credentials for root of trust for reporting.

OSP.RT_Storage: The TPM as root of trust for storage protects the keys and data entrusted
to the TPM in confidentiality and integrity.

The OSP.RT_Storage is implemented directly by the O.Crypto_Key Man, O.Export and
O.Import and supported by the O.1&A and O.DAC. These objectives require the protection of
keys and data under Storage Root Key and the hierarchy of trust for storage outside the
TOE:

e O.Crypto_Key Man: The TOE must manage cryptographic keys in a secure manner
including generation of cryptographic keys using the TOE random number generator
as source of randomness. This objective ensures the security of the key hierarchy
used to protect the stored data.

o O.Export: When data are exported outside the TPM, the TOE must securely protect
the confidentiality and the integrity of the data as defined for the protected capability.
The TOE shall ensure that the data security attributes being exported are
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unambiguously associated with the data. This objective ensures the security of the
data and their security attributes when exported to the storage outside the TOE.

e O.Import: When data are being imported into the TOE, the TOE must ensure that the
data security attributes are being imported with the data and the data is from
authorized source. In addition, the TOE shall verify those security attributes according
to the TSF access control rules. TOE supports the protection of confidentiality and the
verification of the integrity of imported data (except the verification of the integrity of
the data within a sealed data blob). This objective ensures the security of the data
and their security attributes when imported from storage outside the TOE.

e O.I&A: The TOE must identify all users, and shall authenticate the claimed identity
except the user “World” before granting a user access to the TOE facilities.. This
objective ensures authentication and binding of user to the subjects performing export
and import of the keys.

e O.DAC: The TOE must control and restrict user access to the TOE protected
capabilities and shielded location in accordance with a specified access control policy
where the object owner manages the access rights for their data objects using the
principle of least privilege. This objective addresses the access control for the
objects.

OSP.Anonymous_Attestation: The DAA issuer and the TPM owner establish a procedure
for attestation without revealing the attestation information (i.e. the identity of the TPM).

The OSP.Anonymous_Attestation is implemented by the security objectives O.DAA for the
TOE and OE.DAA for the TOE environment. As a result, when a TPM authenticates to a
verifier, the attestation information about the TPM is not revealed to the verifier.

e O.DAA: The TPM must support the TPM owner for attestation to the authenticity of
measurement digests without revealing the attestation information by implementation
of the TPM part of the Direct Anonymous Attestation Protocol.

e OE.DAA: The DAA issuer must support a procedure for attestation without revealing
the attestation information based on the Direct Anonymous Attestation Protocol.

A.Configuration: The TOE will be properly installed and configured.

The A.Configuration is directly covered by the objective for the TOE environment
OE.Configuration, which states: The TOE must be installed and configured properly for
starting up the TOE in a secure state. The security attributes of subjects and objects shall be
managed securely by the authorized user.

A.Physical_Presence: The Host Platform's trusted processes assert physical presence of
local operator to the TPM.

The A.Physical_Presence is directly covered by the objective for the TOE environment
OE.Physical_Presence, which states: The developer of the host platform must ensure that
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physical presence indicated to the TOE implies interaction by an operator and is difficult or
impossible to spoof by rogue software or remote attackers.
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6. Security Requirements
6.1.  Security Functional Requirements for the TOE

The CC allows several operations to be performed on functional requirements; refinement,
selection, assignment, and iteration are defined in chapter C.4 of Part 1 of the CC. Each of
these operations is used in this PP.

The refinement operation is used to add detail to a requirement, and thus further restricts a
requirement. Refinement of security requirements is denoted in the changed element in bold
text or is added to the component in a paragraph identified by the word “refinement” and
printed in bold text. In cases where words from a CC requirement were deleted, a separate
attachment indicates the words that were removed.

The selection operation is used to select one or more options provided by the CC in stating
a requirement. Selections that have been made by the PP authors are denoted as italic text
and the original text of the component is given by a footnote. Selections to be filled in by the
ST author appear in square brackets with an indication that a selection is to be made,
[selection:], and are italicized.

The assignment operation is used to assign a specific value to an unspecified parameter,
such as the values of security attributes. Assignments that have been made by the PP
authors are denoted by showing as italic text and the original text of the component is given
by a footnote. Assignments to be filled in by the ST author appear in square brackets with an
indication that an assignment is to be made [assignment:], and are italicized.

The iteration operation is used when a component is repeated with varying operations.
Iteration is denoted by showing a slash “/” and the iteration indicator after the component
identifier.

6.1.1. General SFR

Security management

FMT_SMR.1 Security roles

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

FMT_SMR.1.1 The TSF shall maintain the roles
(1) TPM owner,
(2) Entity owner,
(3) Delegated entity,

(4) Entity user,
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(5)
(6)

User using operatorAuth,

“World” *°.

FMT_SMR.1.2 The TSF shall be able to associate users with roles.

FMT_SMF.1 Specification of Management Functions

Hierarchical to: No other components.
Dependencies: No dependencies.

FMT_SMF.1.1 The TSF shall be capable of performing the following management functions:

(1)
(2)
(3)
(4)
()
(6)
(7)
(8)

Management of the TPM modes of operation,

Management of Delegation Tables and Family Tables,

Management of security attributes of keys,

Management of security attributes of PCR,

Management of security attributes of NV storage areas,

Management of security attributes of monotonic counters,

Reset the Action Flag of TPM dictionary attack mitigation mechanism,

[assignment: list of additional management functions to be provided by
the TSF] ™.

Application note 2: The ST writer shall perform the missing operation in the element
FMT_SMF.1.1 to assign additional management functions to be provided by the TSF as
provided by the TOE. This assignment may be empty.

FMT_MSA.2 Secure security attributes

Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.2.1The TSF shall ensure that only secure values are accepted for [assignment:
list of security attributes].

19 rassignment: the authorised identified roles]
! [assignment: list of management functions to be provided by the TSF]

2008-07-10

page 41



Protection Profile PC Client Specific Trusted Platform Module TPM Family 1.2, Level 2
Trusted Computing Group Version: 1.1; July 10, 2008

FPT_TDC.1 Inter-TSF basic TSF data consistency

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_TDC.1.1  The TSF shall provide the capability to consistently interpret [assignment: list
of TSF data types] when shared between the TSF and another trusted IT
product.

FPT_TDC.1.2 The TSF shall use roles defined in [6] and [7] ** when interpreting the TSF
data from another trusted IT product.

6.1.2. Cryptographic support

The cryptographic key generation by means of the TPM random number generator is an
important security feature of the TPM. The random number generator shall be used for
cryptographic key generation and other cryptographic mechanisms.

FCS_CKM.1 Cryptographic key generation

Hierarchical to: No other components.

Dependencies: [FCS_CKM.2 Cryptographic key distribution, or
FCS_COP.1 Cryptographic operation]
FCS_CKM.4 Cryptographic key destruction

FCS_CKM.1.1 The TSF shall generate cryptographic keys in accordance with a specified
cryptographic key generation algorithm RSA key generator*® and specified
cryptographic key sizes RSA 512, 1024, 2048'* that meet the following:
P1363 [12] ™.

Application note 3: Note that the TPM main specification requires the TOE to implement
generation of asymmetric key pairs [5], sec.4.2.3.1. The generate function is a protected
capability and the private key is held in a shielded location. The implementation of the
generate function must be in accordance with P1363. If the TPM support the generation for
other asymmetric algorithm the ST writer shall iterate the component FCS_CKM.1.

FCS_RNG.1 Random number generation

Hierarchical to: No other components.
Dependencies: No dependencies.

12 [assignment: list of interpretation rules to be applied by the TSF]
'3 [assignment: cryptographic key generation algorithm]

14 [assignment: cryptographic key sizes]

1> [assignment: list of standards]
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FCS_RNG.1.1The TSF shall provide a [selection: physical, non-physical true, deterministic,
hybrid] random number generator that implements: [assignment: list of
security capabilities].

FCS_RNG.1.2The TSF shall provide random numbers that meet [assignment: a defined
quality metric].

Application note 4: A physical random number generator (RNG) produces the random
number by a noise source based on physical random processes. A non-physical true RNG
uses a noise source based on non-physical random processes like human interaction (e.g.
key strokes, mouse movement). A deterministic RNG uses a random seed to produce a
pseudorandom output. A hybrid RNG combines the principles of physical and deterministic
RNGs. The list of security capabilities may include tests of the internal noise source in case
of physical RNG

Application note 5: The TPM main specification [5], sec 4.2, describes the RNG as
component of the TPM. The TOE uses the RNG for creation of nonce (cf. [5], sec. 4.2.3.2),
key generation and randomness in signatures [5], sec. 4.2.5.2. The TPM specification, part 2,
[6], sec. 5.5, defines the nonce value as being of 20 bytes provided by the RNG.

The ST writer shall perform the operation depending on the type and security capabilities of
the TOE random number generator in the element FCS_RNG.1.1. The ST writer may
consider as security capability of the RNG the features described in [5], sec. 4.2.5, or TOE
specific features e.g. a total failure test of the random source or internal quality test of the
random numbers. The ST writer shall perform the operation depending on the quality and of
the TOE random number generator in the element FCS_RNG.1.2. This assignment shall
ensure the quality of the random numbers according to the resistance to guessing attacks
performed by an attacker possessing Moderate attack potential as required by AVA VAN.4
or higher attack potential if AVA_VAN.5 is included in the ST. The ST writer may consider
min-entropy'® or Shannon entropy’’ of independent bits as quality metric of the random
numbers generated by a physical RNG. E.g. the nonce shall have at least 64 bit min-entropy
to resist attacks with moderate attack potential. A deterministic RNG should implement the
features described in [5], sec. 4.2.5 and ensure of the seed. The seed shall contain sufficient
entropy not only for generation of nonce but also for creation of cryptographic keys which
may require more than 64 bit min-entropy.

'® Min-entropy of a discrete probabilistic distribution { P, K, pn} is defined as —log, (max{ P }) :
I

*” Shannon entropy of a discrete probabilistic distribution { p,.K, pn} is defined as —Z p; log, p; .
i
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FCS_CKM.4 Cryptographic key destruction

Hierarchical to: No other components.

Dependencies: [FDP_ITC.1 Import of user data without security
attributes, or FDP_ITC.2 Import of user data with
security attributes, or FCS_CKM.1 Cryptographic key
generation]

FCS_CKkM.4.1 The TSF shall destroy cryptographic keys in accordance with a specified
cryptographic key destruction method [assignment: cryptographic key
destruction method] that meets the following: [assignment: list of standards].

FCS_COP.1/SHA  Cryptographic operation

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/SHA The TSF shall perform hash calculation®® in accordance with a
specified cryptographic algorithm SHA-1'° and cryptographic key sizes not
applicable ?° that meet the following: FIPS 180-2 [13] .

FCS_COP.1/HMAC Cryptographic operation

Hierarchical to:  No other components.

Dependencies:  [FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/HMAC  The TSF shall perform HMAC calculation and verification® in
accordance with a specified cryptographic algorithm HMAC?® SHA-1 and
cryptographic key sizes 160 bits** that meet the following: RFC2104 [14]%
and FIPS180-2 [13].

18 [assignment; list of cryptographic operations]
19 [assignment: cryptographic algorithm]

20 [assignment: cryptographic key sizes]

?! [assignment: list of standards]

?2 [assignment; list of cryptographic operations]
2% [assignment: cryptographic algorithm]

24 [assignment: cryptographic key sizes]

%% [assignment: list of standards]

2008-07-10 page 44



Protection Profile PC Client Specific Trusted Platform Module TPM Family 1.2, Level 2
Trusted Computing Group Version: 1.1; July 10, 2008

FCS_COP.1/RSA_Sig Cryptographic operation

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/RSA_Sig The TSF shall perform signature generation and signature
verification ?° in accordance with a specified cryptographic algorithm RSA?
signature scheme [5] section [selection: 31.2.1, 31.2.2 or 31.2.3] and
cryptographic key sizes RSA 512, 1024, 2048 # that meet the following:
PKCS#1 V2.0 [15] %°.

FCS_COP.1/RSA_Enc Cryptographic operation

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

FCS_COP.1.1/RSA_Enc The TSF shall perform encryption and decryption * in accordance with
a specified cryptographic algorithm RSA3®' encryption scheme] [5] section
[selection: 31.1.1, 31.1.2, 31.1.3 or 31.1.4 ] and cryptographic key sizes RSA
512, 1024, 2048 * that meet the following: PKCS#1 V2.0 [15]*.

FCS_COP.1/SymEnc Cryptographic operation

Hierarchical to:  No other components.

Dependencies: [FDP_ITC.1 Import of user data without security attributes,
or FDP_ITC.2 Import of user data with security attributes, or
FCS_CKM.1 Cryptographic key generation]
FCS_CKM.4 Cryptographic key destruction

%6 [assignment: list of cryptographic operations]
?" [assignment: cryptographic algorithm]

28 [assignment: cryptographic key sizes]

#9 [assignment: list of standards]

% [assignment: list of cryptographic operations]
%! [assignment: cryptographic algorithm]

%2 [assignment: cryptographic key sizes]

%3 [assignment: list of standards]
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FCS_COP.1.1/SymEnc The TSF shall perform symmetric encryption and decryption * in
accordance with a specified cryptographic algorithm TPM_ALG_MGF1* and
cryptographic key sizes variable bit length® that meet the following: PKCS#1
V2.0 [15] and [6]%".

Application note 6: The TPM main specification [6], sec. 4.8, lists types of cryptographic
algorithms the TOE may support. This list includes symmetric cryptographic encryption /
decryption algorithms DES [17], 3DES in EDE mode [18], AES-128, AES-196, AES 256 [16]
and xoring of plain or cipher text with rolling nonce (TPM_ALG_XOR) or strings generated
using MGF1 [15] (TPM_ALG_MGF1), which are generated according the standard PKCS#1
V2.0 [15] and [6] and used as a key stream. The encryption and decryption take place by
“xoring of plain or cipher text” with the key stream. The security target writer shall iterate the
component FCS_COP.1 to describe all symmetric encryption algorithms supported by the
TSF. TPM_ALG_MGF1 must be supported by the TOE (cf. [6], sec. 4.8). E. g.
TPM_ALG_MGF1 may be used to encrypt (cf. to command TPM_Sealx) or decrypt (cf. to
command TPM_Unseal) sealed data blobs, where the sender and the receiver must use the
same secret. The seed value of the MGF1 has different length depending on their
application.

6.1.3. TPM Operational Modes

The TOE enters an operational mode defined by the flags “disable”, “deactivated” and
“ownership” in the TPM_PERMANENT_FLAGS (cf. [6] sec. 7.1) after TPM_Init and
TPM_Startup. The flag “deactivated” in TPM_PERMANENT_FLAGS is copied to the flag
“deactivated” in the TPM_STCLEAR_FLAGS which will define the TPM operational mode
related to activation during the power-on session. The flag “deactivated” in the
TPM_STCLEAR_FLAGS may be set temporarily to TRUE until the next boot by means of
the command TPM_SetTempDeactivated (i.e. it can not be reset to FALSE within the power-
on session).

Application note 7: The figure 2 illustrates the transition between the TPM operational
modes as defined in [6], ch. 17, and [7], ch. 5 and 6.

% [assignment: list of cryptographic operations]
% [assignment: cryptographic algorithm]

% [assignment: cryptographic key sizes]

%" [assignment: list of standards]
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Figure 2: Transition of the TPM modes of operation
(End of the application note 7)
FDP_ACC.1/Modes Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/Modes  The TSF shall enforce the TPM Mode Control SFP *® on all subjects, all
objects and all commands *°.

FDP_ACF.1/Modes Security attribute based access control
Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

% [assignment: access control SFP]
% [assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]
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FDP_ACF.1.1/Modes  The TSF shall enforce the TPM Mode Control SFP “° to objects based
on the following: all subjects and all objects, flags disable, deactivated, owner
and ownership *.

FDP_ACF.1.2/Modes The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The TPM shall prevent the execution of a command if the TPM is disabled
and the command to be executed for the operation is not available
according to table 12, column Avail Disabled,

(2) The TPM shall prevent the execution of a command if the TPM is
permanently or temporarily inactive and the command to be executed for
the operation is not available according to table 12, column Avail
Deactivated,

(3) The TPM shall prevent the execution of a command if the TPM is
unowned and the command to be executed for the operation is not
allowed according to table 12, column No Owner .

FDP_ACF.1.3/Modes The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules:

(1) The command marked with “A” in table 12, column Avail Disabled is
allowed to be executed if the TPM is disabled and the underlying NV
storage does not require authorization

(2) The command to be executed for the operation is marked with “A” in table
12, column Avail Deactivated, is allowed to be executed if the TPM is
permanently or temporarily inactive and the underlying NV storage does
not require authorization®.

FDP_ACF.1.4/Modes The TSF shall explicitly deny access of subjects to objects based on
the rule: none**.

9 [assignment: access control SFP]

! [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes]

2 Jassignment: rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]

3 [assignment: rules, based on security attributes, that explicitly authorise access of subjects to
objects]

* [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]
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Application note 8: The columns Avail Disabled, Avail Deactivated and No Owner, table 12,
identify the command ordinals available for disabled, inactive or unowned TPM with “X” or
“A”. All other commands are not executable. The flags “disable”, “deactivated” and
“ownership” are permanent stored security attributes of the TOE relevant for all subjects and
objects. The value of the flag “deactivated” may be changed temporarily.

FMT_MSA.1/Modes Management of security attributes

Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FMT_MSA.1.1/Modes

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

The TSF shall enforce the TPM Mode Control SFP *° to restrict the

ability to modify * the security attributes TPM operational mode flags disable,
deactivated and ownership *’ to TPM owner, role using operatorAuth and user
“World” under physical presence “® based on the rules:

(1)
(2)

®3)

(4)

()

(6)

(7)

(8)

the TPM is disabled, inactive and unowned when created,

the TPM owner is allowed to set the TPM operational modes to
disabled, inactive and unowned,

the TPM owner is allowed to set the TPM operational modes to
enabled and disabled,

a user “World” is allowed to own an enabled and unowned TPM if
the flag ownership is TRUE,

a user “World” under physical presence is allowed to set the TPM
operational modes to disabled, inactive and unowned at once,

a user “World” under physical presence is allowed to set
permanently an enabled TPM to active and inactive,

the user “World” under physical presence is allowed to deactivate
temporarily an enabled and active TPM,

the user authenticated by operatorAuth is allowed to deactivate
temporarily an enabled and active TPM,

“5 [assignment: access control SFP, information flow control SFP]

“% [selection: change_default, query, modify, delete, [assignment: other operations]]
47 [assignment: list of security attributes]

“8 [assignment: the authorised identified roles]
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(9) a user “World” under physical presence is allowed to set the TPM
operational modes to enabled and to disabled,

(10)a user is not allowed to own an disabled or owned TPM,

(11)a user is not allowed to activate or deactivate an disabled TPM
without setting unowned at the same time.

(12)a user “World” under physical presence is allowed to set the the flag
ownership to TRUE,

(13)the TPM owner is allowed to modify the flag ownership.

Application note 9: The command TPM_SetTempDeactivated allows an user authenticated
with operatorAuth or a user under physical presence to deactivate temporarily an active
TPM, i.e. until next reboot which re-establishes the permanent value of the security attribute
deactivated of the TPM_PERMANENT_FLAGS. The commands TPM_OwnerSetDisable,
TPM_PhysicalDisable and TPM_PhysicalSetDeactivated set permanent the attributes of the
TPM operational modes only. The commands TPM_OwnerClear and TPM_ForceClear
delete also operatorAuth, SRK, tpmProof, delegate keys, delegate table and other objects.
Note the host platform (i.e. IT environment) ensures that physical presence indicated to the
TOE implies direct interaction by a person and is difficult or impossible to spoof by rogue
software or remote attackers (cf. to OE.Physical_Presence).

(end of the application note)

The SFR FMT_MSA.1/PhysP describes the requirements for assertion and management of
the security attribute “physical presence” of users. The security attribute physical presence is
set during start-up and may be asserted by setting the PhysicalPresence flag in the
TPM_STCLEAR_FLAGS to the possible values TPM_PHYSICAL_PRESENCE_PRESENT
and TPM_PHYSICAL_PRESENCE_NOTPRESENT (cf. TPM spec part 2, sec. 7.2) as
follows:

set to the default wvalue: by the TPM_Startup[ST_CLEAR] and
TPM_Startup[ST_DEACTIVATED]  (cf. [7], sec. 3.2) and by the
TPM_Startup[TPM_ST_STATE] to the value, which was saved by the command
TPM_SaveState (cf. [7], sec. 3.3);

assertion by HW: the user (i.e. an external entity like PC platform BIOS) indicates
physical presence to the TPM through a hardware pin, i.e. he sets physical presence
to TRUE while physical presence is indicated for the current command to be
executed and sets to FALSE while physical presence is not indicated to the TPM;
assertion by command: the command TSC_PhysicalPresence sets physical presence
to TRUE if TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_PRE-
SENT and physical presence to FALSE if TPM_PHYSICAL PRESENCE =
TPM_PHYSICAL_PRESENCE_NOTPRESENT (cf. TPM spec part 2 [6], sec. 4.9,
and part 3 [7], sec. 6.6, for details).
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The management of the security attribute “physical presence” is controlled by the command

TSC_PhysicalPresence. Theses functions are the defined as follows (cf. TPM spec part 2 [6],

sec. 4.9, and part 3 [7], sec. 6.6, for details)
enable HW setting: the command TSC_PhysicalPresence with TPM_PHYSICAL_-
PRESENCE = TPM_PHYSICAL_PRESENCE_HW_ENABLE - sets physical-
PresenceHWEnable in the TPM_PERMANENT_FLAGS to TRUE, which allows the
hardware Physical Presence input to modify the state of the PhysicalPresence flags,
disable HW setting: the command TSC_PhysicalPresence with
TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_HW_DISABLE -
sets physicalPresenceHWEnable in the TPM_PERMANENT_FLAGS to FALSE,
which disallows the hardware Physical Presence input to modify the state of the
PhysicalPresence flags,
enable SwW setting: the command TSC_PhysicalPresence with
TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_CMD_ENABLE -
sets physicalPresenceCMDEnable in the TPM_PERMANENT_FLAGS to TRUE,
which allows the TSC_PhysicalPresence command to modify the state of the
PhysicalPresence flags,
disable SwW setting: the command TSC_PhysicalPresence with
TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_CMD_DISABLE -
sets physicalPresenceCMDEnable in the TPM_PERMANENT_FLAGS to FALSE,
which disallows the TSC_PhysicalPresence command to modify the state of the
PhysicalPresence flags
locking permanently: the command TSC_PhysicalPresence with
TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_LIFETIME_LOCK -
sets physicalPresencelLifetimeLock in the TPM_PERMANENT_FLAGS to TRUE,
which permanently locks the state of the Physical Presence permanent flags.
locking temporarily: the command TSC_PhysicalPresence with
TPM_PHYSICAL_PRESENCE = TPM_PHYSICAL_PRESENCE_LOCK - sets Phy-
sicalPresenceLock in the TPM_STCLEAR_FLAGS to TRUE, which disables the
ability to assert Physical Presence until TPM_Startup(ST_Clear) is executed, and
sets the physicalPresence assertion in the TPM_STCLEAR_FLAGS to FALSE.

FMT_MSA.1/PhysP Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/PhysP The TSF shall enforce the TPM Mode Control SFP, Delegation SFP,
Key Management SFP, NVS SFP * to restrict the ability to set to the default
value, assert by HW, assert by command, enable HW setting, disable HW
setting, enable SW setting, disable SW setting, locking temporarily, locking

“9 [assignment: access control SFP, information flow control SFP]
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permanently *° the security attributes physical presence®' to user “World™?
based on the additional rules:

(1) If TPM_STCLEAR_FLAGS -> physicalPresenceLock is TRUE then
assertion by command locking temporarily are not allowed.

(2) If TPM_PERMANENT_FLAGS -> physicalPresenceHWEnable is
FALSE then assertion by hardware is not allowed.

(3) If TPM_PERMANENT_FLAGS -> physicalPresenceCMDEnable is
FALSE then assertion by command and locking temporarily are not
allowed.

(4) If TPM_PERMANENT_FLAGS -> physicalPresencelifetimelLock is
TRUE then modifications to the states of flags that enable HW
setting, disable HW setting, enable SW setting, disable SW setting,
and locking permanently are not allowed.

Application note 10: The indication of a physical presence at the platform either provides
another indication of platform ownership (i.e. an operator is direct interacting with the
platform / TPM, cf. TPM spec part 1, ch. 10) or a mechanism to ensure that the execution of
the command is not the result of a remote software process. The physical presence is
required for the execution of privileged commands as defined in the ordinal table, column
“physical presence” to enforce the listed TPM Mode Control SFP (cf. FDP_MSA.1/Modes),
Delegation SFP, Key Management SFP, NVS SFP (cf. to the respective SFR FDP_ACC.1
and FDP_ACF.1).
to the default value by the TPM_Startup[ST CLEAR] and TPM_Start-
up[ST_DEACTIVATED] (cf. TPM spec part 3, sec. 3.2)
by the TPM_Startup[TPM_ST_STATE] to the value, which was saved by the
command TPM_SaveState (cf. TPM spec part 3, sec. 3.2)
The security attribute physical presence may be asserted by setting PhysicalPresence flag in
the TPM_STCLEAR_FLAGS to the possible values TPM_PHYSICAL_PRESENCE_PRE-
SENT and TPM_PHYSICAL_PRESENCE_NOTPRESENT (cf. TPM spec part 2, sec. 7.2) by
means of
hardware Physical Presence input while physical presence is indicated, and
TPM_Startup and the command TSC_PhysicalPresence setting temporarily for more
than one command.
The assertion of security attribute physical presence is managed by means of the command
TSC_PhysicalPresence by
permanent setting over the life time in the TPM_PERMANENT_FLAGS (cf. TPM spec
part 2, sec. 7.1) and
temporarily settings for a TPM power-on session in the TPM_STCLEAR_FLAGS (cf.
TPM spec part 2, sec. 7.2).

6.1.4. Identification, Authentication and Binding

%0 [selection: change_default, query, modify, delete, [assignment: other operations]]
*! [assignment: list of security attributes]
°2 [assignment: the authorised identified roles]
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Application note 11: The TPM identification and authentication capability is used to
authenticate an entity owner and to authorize use of an entity. The basic premise is to prove
knowledge of a shared secret. This shared secret AuthData is assigned to the object as
security attribute for the identification of the object owner and as TSF data for authentication
data of the object owner. Note that the TCG Main Specification document refers to the
identification and authentication process and this data as authorization.

The identification and authentication data for the TPM Owner and the owner of the Storage
Root Key are held within the TPM itself. The identification and authentication data for other
owners of entities are held and protected with the entity.

The identification and authentication protocols use a random nonce. This requires that a
nonce from one side be in use only for a message and its reply. For instance, the TPM
would create a nonce and send that on a reply. The requestor would receive that nonce
(nonceOdd) and then include it in the next request. The TPM would validate that the correct
nonce was in the request and then create a new nonce for the reply (nonceEven).

FMT_MTD.1/AuthData Management of TSF data

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1/AuthData The TSF shall restrict the ability to modify and create® the
authentication data >* to TPM Owner, user under physical presence and Entity
Owner > based on the rules:

(1) The registering user creates the authentication data for the role TPM
Owner by successful execution of the command
TPM_TakeOwnership.

(2) The registering user under physical presence creates the
authentication data operatorAuth by successful execution of the
command TPM_SetOperatorAuth.

(3) The Entity Owner creates the authentication data for a new object by
creating this object within an ADIP session.

(4) The TPM owner modifies the authentication data for the role TPM
Owner and for the object Storage Root Key by successful execution
of the command TPM_ChangeAuthOwner.

*3 [selection: change_default, query, modify, delete, clear, [assignment: other operations]]
> [assignment: list of TSF data]
*® [assignment: the authorised identified roles]
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(5) The user under physical presence modifies the authentication data
operatorAuth by successful execution of the command
TPM_SetOperatorAuth.

(6) The Entity Owner modifies the authentication data for the owned
object by successful execution of the commands TPM_ChangeAuth.

(7) The Entity Owner modifies the authentication data for the owned
object by successful execution of the commands
TPM_ChangeAuthAsymStart and TPM_ChangeAuthAsymFinish.

Application note 12: The Authorization-Data Insertion Protocol (ADIP) is described in [5],
sec. 13.5.

FMT_MTD.1/Deleg Management of TSF data

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1/Deleg ~ The TSF shall restrict the ability to modify and create®® the
authentication data of a delegation blob °’ to TPM Owner and authorized
users *® based on the rules:

(1) If TPM owner creates authentication data for a delegation blob by
means of the command TPM_Delegate CreateOwnerDelegation then
the delegated access rights are equal to the permissions defined by
publicinfo.

(2) If the authorization of the command TPM_Delegate CreateOwner-
Delegation is an delegation of an enabled delegation family with valid
verificationCount, the publicinfo identifies a delegation row of this
family, and the access rights bits set in the publicinfo are a subset of
the access rights bits set in this identified delegation table row then
the delegated access rights are equal to the publicinfo.

Application note 13: The delegation blob is returned by the command
TPM_Delegate_CreateOwnerDelegation, parameter 5.

°® [selection: change_default, query, modify, delete, clear, [assignment: other operations]]
*" [assignment: list of TSF data]
°8 [assignment: the authorised identified roles]
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FIA_UID.1

FIA_UID.1.1

FIA_UID.1.2

FIA_UAU.1

FIA_UAU.1.1

FIA_UAU.1.2

Timing of identification

Hierarchical to: No other components.
Dependencies: No dependencies.

The TSF shall allow

(1) to execute commands indicated in table 12 column RQU as not
requesting authentication,

(2) accessing objects where entity owner has given the user “World” access
based on the value of TPM_AUTH_DATA_USAGE,

(3) [assignment: list of other TSF-mediated actions] *°
on behalf of the user to be performed before the user is identified.

The TSF shall require each user to be successfully identified before allowing
any other TSF-mediated actions on behalf of that user.

Timing of authentication
Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification

The TSF shall allow

(1) to execute commands indicated in table 12 column RQU as not
requesting authentication,

(2) accessing objects where entity owner has given the user “World” access
based on the value of TPM_AUTH_DATA_USAGE,

(3) [assignment: list of other TSF-mediated actions] *

on behalf of the user to be performed before the user is authenticated.

The TSF shall require each user to be successfully authenticated before
allowing any other TSF-mediated actions on behalf of that user.

Application note 14: The list of commands which may be executed without authorization is

defined in [

6], chapter 17 (see table 12 in 7.1 Ordinal table). The ST writer shall perform the

assignment to define other TSF-mediated actions the user may perform without identification
in the element FIA_UID.1.1 and FIA_UAU.1. This may be a platform specific subject e.g. PC

% [assignment: list of TSF-mediated actions]
% [assignment: list of TSF mediated actions]
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client specific TPM will allow users with Locality 4 to bind to a HASH session running the
commands TPM_HASH_START, TPM_HASH_DATA and TPM_HASH_END. Another
example is optional commands defined in the TPM main specification like
TPM_CreateRevokableEK (cf. [6], chapter 17, for a list of optional commands).

FIA_UAU.4 Single-use authentication

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UAU.41  The TSF shall prevent reuse of authentication data related to

(1) OIAP authorization session,

(2) OSAP authorization session,
(3) DSAP authorization session

(4) Transport session .

FIA_UAU.5 Multiple authentication mechanisms

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UAU5.1  The TSF shall provide

(1) OIAP authorization session,
(2) OSAP authorization session,
(3) DSAP authorization session,
(4) Transport session,

(5) Commands which require authorization and are executed outside a
authorization session ®%.

to support user authentication.

FIA_LUAU.5.2 The TSF shall authenticate any user's claimed identity according to the
[assignment: rules describing how the multiple authentication mechanisms
provide authentication].

Application note 15: The TPM main specification, part 1 [5], section 8.1) requires vendor
specific mechanisms to manage authentication failure handling to mitigate dictionary attacks.
Note this version [5] [6] [7] of the TPM specification does not specify the particular actions to
be used to react on detected dictionary attacks (e.g. locking out the TPM after a certain

®1 [assignment: identified authentication mechanism(s)]
®2 [assignment: list of multiple authentication mechanisms]
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number of failures, forcing a reboot under some combination of failures, or requiring specific
actions on the part of some actors after an attack has been detected). This PP describes the
behavior of the TPM dictionary attack mitigation mechanism using two objects: (i) a Action
Flag indicating the activation (TRUE) or deactivation (FALSE) of the TPM dictionary attack
mitigation actions, and (ii) the flag TPM_STCLEAR_DATA -> disableResetLock which is
TRUE for the timeout period and set to FALSE when the timeout period expires (cf. [7],
section 9.3). The TPM activates the TPM dictionary attack mitigation actions (by setting the
Activation Flag to TRUE) when dictionary attacks are detected (cf. FIA_AFL.1.2 (1)). The
TPM dictionary attack mitigation actions include time out controlled by
TPM_STCLEAR_DATA -> disableResetLock flag. The TPM shall reject authentication
attempts if the value TPM_STCLEAR_DATA -> disableResetLock is TRUE as described by
FIA_TBR.1 (cf. [6], section 7.5). The TPM main specification, part 3 [7], section 9.3, specifies
the command TPM_ResetLockValue that allows the TPM Owner to reset the TPM dictionary
attack mitigation mechanism (described here by Action Flag set to FALSE). This PP
description of the security functional requirements does not enforce any vendor specific
implementation the flags of the TPM dictionary attack mitigation mechanism.

FIA_UAU.6 Re-authenticating

Hierarchical to: No other components.
Dependencies: No dependencies.

FIA_UAU.6.1 The TSF shall re-authenticate the user under the condition the user sent a
command that requires authentication within a session .

FIA_AFL.1  Authentication failure handling

Hierarchical to: No other components.
Dependencies: FIA_UAU.1 Timing of authentication

FIA_AFL.1.1 The TSF shall detect when [assignment: positive integer number]®
unsuccessful authentication attempts occur related to authentication attempts
for the same user ®°.

FIA_AFL.1.2 When the defined number of unsuccessful authentication attempts has been
[selection: met, surpassed], the TSF shall

Q) Set the Action Flag to TRUE,
(2)  [assignment: list of other actions] °°.

®3 [assignment: list of conditions under which re-authentication is required]

® [selection: [assignment: positive integer number], an administrator configurable positive integer
within[assignment: range of acceptable values]]

®5 [assignment: list of authentication events]
% [assignment: list of actions]
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FMT_MTD.1/Lock Management of TSF data

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1/Lock The TSF shall restrict the ability to reset to FALSE ®’ the Action Flag of
TPM dictionary attack mitigation mechanism® to the TPM Owner and
Delegated Entity *°.

Application note 16: The ST writer shall perform the operation in the elements FIA_AFL.1.1
and FIA_AFL.1.2 to describe the TOE security requirements for countermeasures against
dictionary attacks (cf. TPM main specification, part 1 [5], section 8.1). The TPM dictionary
attack mitigation mechanism to manage authentication failure handling is vendor specific. If
dictionary attack are detected the Action Flag is set to TRUE. The TPM Owner may reset the
Action Flag of the TPM dictionary attack mitigation mechanism to FALSE by successfully
executing the command TPM_ResetLockValue. The TPM_ResetLockValue must be allowed
to run exactly once while the TPM is locked up.

FIA_USB.1 User-subject binding

Hierarchical to: No other components.
Dependencies: FIA_ATD.1 User attribute definition

FIA_LUSB.1.1  The TSF shall associate the following user security attributes with subjects

acting on the behalf of that user:

(1) authData,

(2) locality,

(3) physical presence,

(4) authorization handle and shared secret if the subject is a OSAP or DSAP
session,

(5) authorization associated with the delegation blob if the subject is a DSAP
session °.

FIA_USB.1.2  The TSF shall enforce the following rules on the initial association of user
security attributes with subjects acting on the behalf of users:

(1) the shared secret is associated with the authorization gained by the user
providing the AuthData for the entity identified in the TPM_OSAP
command establishing the OSAP session,

®7 [selection: change_default, query, modify, delete, clear, [assignment: other operations]]
%8 [assignment: list of TSF data]

% [assignment: the authorised identified roles]

"0 [assignment: list of user security attributes]
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(2) the shared secret is associated with the authorization gained by the user
providing the AuthData and the delegation blob for establishing the DSAP
session,

(3) the present value of the users locality is assigned to the command
executed by this user,

(4) the physical presence of the user is assigned to the command executed by
that user .

FIA_USB.1.3 The TSF shall enforce the following rules governing changes to the user
security attributes associated with subjects acting on the behalf of users:

(1) The TSF shall set the security attributes of the subject TPM Owner to
values defined by the command TPM_OwnerClear

(a) if the subject executing the command TPM_OwnerClear is bound to
the TPM owner and all command parameters and the security attribute
DisableOwnerClear are FALSE,

(b) if the subject with physical presence is executing the command
TPM_ForceClear and the security attribute disableForceClear is
FALSE.

(2) The TSF shall delete the shared secret for the authorization of the OSAP
session if the user executes the command TPM_Reset.

(3) The TSF shall delete the shared secret for the authorization of the OSAP
session and DSAP session if

(@) the user executes the command TPM_FlushSpecific or
TPM_Terminate_Handle,

(b) the user clears the TPM Owner by executing the command
TPM_OwnerClear or TPM_ForceClear,

(c) the wuser is the TPM owner and executes the command
TPM_ChangeAuthOwner,

(d) any of the following commands are executed:
i. TPM_Delegate_Manage
ii. TPM_Delegate CreateOwnerDelegation with Increment==TRUE
iii. TPM_Delegate_LoadOwnerDelegation.

(4) The TSF shall delete enforced by the user the shared secret for the
authorization of all OSAP sessions associated with the counter by
executing the command TPM_ReleaseCounter or
TPM_ReleaseCounterOwner,

" [assignment: rules for the initial association of attributes]
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(5) The TSF shall delete enforced by the user the shared secret for the
authorization of the session if the user sets the continueUse flag to FALSE
in the command within an OSAP or DSAP session,

(6) The TSF shall delete automatically the shared secret for the authorization
of the OSAP session and DSAP session acting on the behalf of users after

(a) the session executes a command that returns an error,

(b) the session uses a resource evicted from the TOE or otherwise
invalidated,

(c) the session executes any command for which the shared secret is
used to encrypt an input parameter (TPM_ENCAUTH) "%

Application note 17: The term “terminate a session” removes the authorization of the user
bind to the subject, deletes the shared secret. Unfortunately there is a contradiction in the
TPM specification. The description of the command TPM_Reset in [7], sec. 27.5, specifies
that this deprecated command is not upgraded to affect any other TPM entity in specification
version 1.2. Since TPM_DSAP is a 1.2 command, a DSAP session must not be cleared by
the TPM_Reset command. However, the definition of TPM_DSAP (section 18.3, description
7.f) states that the session must be explicitly terminated with continueAuth, TPM_Reset or
TPM_FlushSpecific”®. The TSF may but is not required to delete the shared secret for the
authorization of the DSAP session if the user executes the command TPM_Reset.

6.1.5. Data Protection and Privacy

FDP_RIP.1  Subset residual information protection

Hierarchical to: No other components.
Dependencies: No dependencies.

FDP_RIP.1.1  The TSF shall ensure that any previous information content of a resource is

made unavailable upon the deallocation of the resource from ’* the following
objects: any object ™.

6.1.5.1. Delegation

"2 [assignment: rules for the changing of attributes]

® The TPM specification version 0.104 correct this inconsistency.

" [selection: allocation of the resource to, deallocation of the resource from]
’® [assignment: list of objects]
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FDP_ACC.1/Deleg Subset access control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/Deleg The TSF shall enforce the Delegation SFP ’® on Delegated Entities,
user data and commands "’

FDP_ACF.1/Deleg Security attribute based access control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/Deleg The TSF shall enforce the Delegation SFP " to objects based on the
following: Delegated Entities and commands with the delegated permission
defined in the delegation table row, locality, pcrinfo and key handle of the key
in the Delegation owner blob .

FDP_ACF.1.2/Deleg The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The TSF shall disallow the execution of a command in a DSAP session if
the permission of this command is not set in the delegation table row in
the Delegation owner blob used for the DSAP session,

(2) The TSF shall disallow the execution of a command in a DSAP session if
the PCR_SELECTION of the DSAP session is not NULL and the pcrinfo of
the DSAP session does not match the current PCR value of the
PCR_SELECTION and locality *.

FDP_ACF.1.3/Deleg The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

’® [assignment: access control SFP]

" [assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]

'8 [assignment: access control SFP]

" [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes]

8 [assignment: rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]
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FDP_ACF.1.4/Deleg The TSF shall explicitly deny access of subjects to objects based on
the [assignment: rules, based on security attributes, that explicitly deny
access of subjects to objects].

Application note 18: The TPM_DELEGATE_OWNER_BLOB, TPM_ET _DEL_ROW or
TPM_DELEGATE_KEY_BLOB used for the TPM_DSAP command define security attributes
of the DSAP session: (i) the delegated permission defined in the delegation table row (cf. [6],
sec. 20.2), (ii) the pcrinfo (cf. [5], sec. 29.9) and — in case of TPM_DELEGATE_KEY_BLOB
— the key handle of the key under delegation access rights (cf. [7], sec. 18.3). For TPM
version 1.2 the pcrinfo uses the TPM_PCR_INFO_LONG or TPM_PCR_INFO_SHORT
structure containing the PCR values and the locality.

FMT_MSA.1/DFT  Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/DFT The TSF shall enforce the Delegation SFP ® to restrict the ability to
modify, to delete, to enable, to disable and to create 8 the security attributes
Family table % to

(1) TPM owner,

(2) User under physical presence if
(@) the opCodeis TPM_FAMILY_CREATE,
(b) DisableForceClear is FALSE and
(c) TPM_Delegate Admin_Lock is false®.

Application note 19: The operation of the family table by means command
TPM_Delegate_Manage is defined by the operation code as described in [7], sec. 19.1. The
CC term “delete” is used for the TCG term “invalidate”.

FMT_MSA.1/DT Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles

8 [assignment: access control SFP, information flow control SFP]

82 [selection: change_default, query, modify, delete, [assignment: other operations]]
8 [assignment: list of security attributes]

8 [assignment: the authorised identified roles]
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FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/DT The TSF shall enforce the Delegation SFP ® to restrict the ability to
query, modify, create ®® the security attributes Delegation table ®’ to

(1) TPM owner,

(2) User “World” if the TPM owner is not installed and max NV writes
without an owner is not exceeded and
TPM_Delegate_Admin_Lock is false .

Application note 20: A Delegation blob contains a Delegation table row in encrypted form.
Note the command TPM_Delegate_VerifyDelegation interprets a Delegate blob and returns
success or failure, depending on whether the blob is currently valid. The delegate blob is
NOT loaded into the TPM and the Delegation table is not modified.

FMT_MSA.3/Deleg Static attribute initialisation

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

FMT_MSA.3.1/Deleg  The TSF shall enforce the Delegation SFP® to provide permissive *
default values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2/Deleg The TSF shall allow the TPM owner® to specify alternative initial
values to override the default values when an object or information is created.

6.1.5.2. Key management

The TOE associates security attributes with key objects defining access conditions checked
during the command execution:

TPM_AUTH_DATA_USAGE, cf. [6], sec. 5.9, defines whether the authorization of the
subject is necessary and authData define the authorization data to be presented for use
of this key known

% [assignment: access control SFP, information flow control SFP]

% [selection: change_default, query, modify, delete, [assignment: other operations]]
87 [assignment: list of security attributes]

8 [assignment: the authorised identified roles]

% [assignment: access control SFP, information flow control SFP]

% [selection, choose one of: restrictive, permissive, [assignment: other property]]

% [assignment: the authorised identified roles]
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the key type (TPM_KEY_USAGE) defining (i) the intended use of the key for signing
(TPM_KEY_SIGNING), storage (TPM_KEY_STORAGE), encryption and signing
(TPM_KEY_LEGACY), decryption and encryption of  migration blobs
(TPM_KEY_MIGRATE), identity proof (TPM_KEY_IDENTITY), changing of
authentication data (TPM_KEY_AUTHCHANGE), and binding (TPM_KEY_BOUND),
and (ii) the allowed cryptographic algorithms, cf. [6], sec. 5.8 for details,

general access conditions for asymmetric keys whether the key is migratable (flag
migratable), volatile (flag isVolatile), access condition of PCR and Locality are valid for a
public key (flag pcrignoredOnRead), used for redirection (flag redirection) or under
control of a migration authority (flag migrateAuthority), cf. [6], sec. 5.10 for details,

the security attributes of a key blob are stored in the key structure TPM_KEY (cf. [6],
sec. 10.2) or TPM_KEY12 . (cf. [6], sec. 10.3).

FDP_ACC.1/KeyMan Subset access control
Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control

FDP_ACC.1.1/KeyMan The TSF shall enforce the Key Management SFP % on

(1) Subjects: commands executing on behalf of users.
(2) Objects: keys.

(3) Operations: create, activate AlK, delete, export, import, signature
generation, encryption, decryption 3.,

FDP_ACF.1/KeyMan Security attribute based access control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/KeyMan The TSF shall enforce the Key Management SFP % to objects based
on the following:

Q subjects: commands with security attributes ownerAuth, srkAuth,
AuthData, locality, physical presence;
2) objects:
(a) EK with the SFR-related security attribute ownership of the TOE,

%2 [assignment: access control SFP]

% [assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]

% [assignment: access control SFP]
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(b) SRK with the SFR-related security attribute disableOwnerClear and
disableForceClear of the TOE,

(c) User keys with security attributes authDataUsage, keyUsage,
keyFlags, and OwnerEvict,

(d) Wrapped Key Blob with the security attributes keyUsage, keyFlags,
algorithmParms and pcrinfo %.

FDP_ACF.1.2/KeyMan The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The user “World” is allowed to create an EK if the EK does not exist
already.

(2) The user “World” is allowed to read the public part of an EK if the TOE is
unonwed.

(3) The TPM owner is allowed to read the public part of an EK.

(4) The user “World” is allowed to create an SRK if the ownership flag is
TRUE.

(5) The TPM owner is allowed to delete an SRK if the disableOwnerClear flag
is FALSE.

(6) The user “World” under physical presence is allowed to delete an SRK if
the disableForceClear flag is FALSE.

(7) The user authenticated as TPM owner and the owner of the SRK is
allowed to generate an AlK.

(8) The TPM owner is allowed to activate the AIK if the imported blob is a
TPM_EK_BLOB structure and the actual state meets the identified PCR
values and the locality.

(9) The TPM owner is allowed to use the AIK for signing audit data, quoted
data, or a tick stamped blob.

(10) The entity owner of a key with the security attribute keyUsage,
TPM_KEY_STORAGE = TRUE, is allowed to generate an User Key and
export this User key wrapped with the key he owns except this entity
owner is not the TPM owner and the key to generated is an AIK.

(11) The Entity owner of the key to be used for import of Wrapped Key Blob
is allowed to import a User key in a Wrapped Key Blob if the security
attribute keyUsage, TPM_KEY_STORAGE = TRUE, of the import key is
set.

% Tassignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes]
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(12) The entity owner is not allowed to use a User key if at least one of the
following conditions is met:

(a) the security attribute authDataUsage of the User Key object for access
does not match the authentication status of the subject,

(b) the security attribute usageAuth of the User Key object for access does
not match the authentication data used by the user bound to the
subject,

(c) the security attributes keyUsage or algorithmParms or keyFlags of the
User Key object does not allow use of the command to be executed,

(d) the security attribute PCRInfo of the User Key object does not allow to
use of the object in the current state of the identified PCR and locality.

(13) The TPM owner is allowed to delete a User key if the security attribute
OwnerEvict, OwnerEvict = FALSE .

FDP_ACF.1.3/KeyMan The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4/KeyMan The TSF shall explicitly deny access of subjects to objects based on
the [assignment: rules, based on security attributes, that explicitly deny
access of subjects to objects].

Application note 21: The operation “read EK” address reading of the public key component
of the EK (cf. table 1).

FMT_MSA.1/KeyMan Management of security attributes
Hierarchical to: No other components.
Dependencies: [FDP_ACC.1 Subset access control, or

FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/KeyMan The TSF shall enforce the Key Management SFP %’ to restrict the
ability to assign the initial value * the security attributes

(1) srkParams *° of the SRK to user “World” %,

% [assignment: rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]

%7 [assignment: access control SFP, information flow control SFP]
% [selection: change_default, query, modify, delete, [assignment: other operations]]
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(2) authDataUsage, usageAuth, keyUsage, algorithmParms, keyFlags
and PCRInfo ' associated with the generated User key to the entity

owner %2,

Application note 22: The element FMT_MSA.1.1/KeyMan is refined to list the security
attributes of objects and the roles allowed to change the initial value of the security attributes.
Note, srkParams are set using the command TPM_TakeOwnership which defines the
authentication data of the TPM owner (i.e. ownerAuth) and the srkParams.

FMT_MSA.1/KEvi Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/KEvi The TSF shall enforce the Key Management SFP'® to restrict the
ability to modify 1% the security attributes
TPM_KEY_CONTROL_OWNER_EVICT **® of a loaded key to the Entity
owner %,

FMT_MSA.3/KeyMan Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes

FMT_SMR.1 Security roles

FMT_MSA.3.1/KeyMan The TSF shall enforce the Key Management SFP'°’ to provide
restrictive '°® default values for security attributes that are used to enforce the
SFP.

% [assignment: list of security attributes]

19 assignment: the authorised identified roles]

[assignment: list of security attributes]

[assignment: the authorised identified roles]

[assignment: access control SFP, information flow control SFP]

[selection: change_default, query, modify, delete, [assignment: other operations]]
[assignment: list of security attributes]

[assignment: the authorised identified roles]

[assignment: access control SFP, information flow control SFP]

[selection, choose one of: restrictive, permissive, [assignment: other property]]

101

102

103

104

105

106

107

108

2008-07-10 page 67



Protection Profile PC Client Specific Trusted Platform Module TPM Family 1.2, Level 2
Trusted Computing Group Version: 1.1; July 10, 2008

FMT_MSA.3.2/KeyMan The TSF shall allow the [assignment: the authorised identified roles] to
specify alternative initial values to override the default values when an object
or information is created.

Key Migration
Application note 23: The TOE support migration keys and certified migration keys for key
migration. The concept of key migration is described in [5], chapter 37. The objects and

security attributes identified in FDP_ACF.1.1/MigK are described in [7], chapter 11 Migration,
and [6], sec. 4.2 TPM_PAYLOAD_TYPE and chapter 10 TPM_KEY complex.

FDP_ACC.1/MigK  Subset access control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/Mig The TSF shall enforce the Key Migration SFP *°° on

(1) Subjects: TPM owner, Entity owner;

(2) Objects: User key, Wrapped Key Blob, Migration Key Blob, Certified
Migration Key Blob;

(3) Operations: commands TPM_ CreateMigrationBlob,
TPM_CMK_CreateKey, TPM_CMK_CreateBlob,
TPM_CMK_ConvertMigration, TPM_ConvertMigrationBlob,
TPM_MigrateKey **.

FDP_ACF.1/MigK  Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/Migk The TSF shall enforce the Key Migration SFP ! to objects based on
the following:
(1) Subjects: TPM owner, Entity owner of the key with security attributes
restrictDelegate and migrationScheme,
(2) Objects:
(a) User key with security attribute migratable,
(b) Wrapped Key Blob with the security attribute payload type,
(c) Migration Key Blob with the security attribute payload type,

199 [assignment: access control SFP]

[assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]

[assignment: access control SFP]

110

111
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(d) Certified Migration Key Blob with the security attributes payload type
and migrationAuth **2,

FDP_ACF.1.2/MigK The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The Entity owner of a certifiable migratable User key is allowed to create a
Wrapped Key Blob for this migratable key by means of the command
TPM_CMK_CreateKey, if it is authorized by use of the CMK Migration
Approval Ticket and in case of delegated commands the restrictions for
the migration of keys are fulfilled.

(2) The Entity owner of a migratable User key authorized for use of the
Migration key authorization ticket is allowed to create a Migration Key Blob
for this migratable key by means of the command
TPM_CreateMigrationBlob,

(3) The Entity owner of a certifiable migratable User key authorized for use of
the Migration key authorization ticket and the Restriction Ticket is allowed
to create a Certified Migration Key Blob for this migratable key by means
of the command TPM_CMK_CreateBlob,

(4) The Entity owner of private part of the migration User key is allowed to
migrate a Migration Key Blob and a Certified Migration Key Blob to a
conversion key by means of the command TPM_MigrateKey,

(5) The Entity owner of the private part of migration User key is allowed to
convert a Migration Key Blob by means of the command
TPM_ConvertMigrationBlob and a Certified Migration Key Blob by means
of the command TPM_CMK_ConvertMigration if in case of delegated
commands the restrictions for the migration of keys are fulfilled **3.

FDP_ACF.1.3/MigK The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4/MigK The TSF shall explicitly deny access of subjects to objects based on
the [assignment: rules, based on security attributes, that explicitly deny
access of subjects to objects].

Application note 24: The security attributes payload and migrationAuth are defined in [6],
sec. 4.2 and 10 (cf. to table 1 for details). Note the security attribute restrictDelegate defined

112 13ssignment; list of subjects and objects controlled under the indicated SFP, and for each, the SFP-

relevant security attributes, or named groups of SFP-relevant security attributes]

[assignment: rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]

113
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for the TPM applies for entity owners using delegation (cf. to command
TPM_CMK_SetRestrictions in [7], sec. 11.5, for details). The security attribute
migrationScheme authorizes migration keys to be used by the entity owner (cf.
TPM_AuthorizeMigrationKey in [7], sec. 11.3 for details).

FMT_MSA.1/MigK Management of security attributes

Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/MigK The TSF shall enforce the Key Migration SFP ' to restrict the ability to
assign initial  value'™ the security attributes restrictDelegate,

migrationScheme, migrationAuthorityApproval **® to TPM owner 7,

FMT_MTD.1/MigK Management of TSF data

Hierarchical to: No other components.
Dependencies: FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MTD.1.1/MigK The TSF shall restrict the ability to create™® the CMK Migration
Approval Ticket, Migration Key Authorization Ticket, Restrict Ticket**® to TPM
owner *%°,

Application note 25: Migration key authorization blob is the data that the TPM owner
creates by the command TPM_AuthorizeMigrationKey (referred as outData with a
TPM_MIGRATIONKEYAUTH structure in [7], sec. 11.3) and the key owner uses by for
authorization of export the migratable key by TPM_CreateMigrationBlob (cf. [7], sec. 11.1).

6.1.5.3. Measurement and Reporting

114 [assignment: access control SFP, information flow control SFP]

[selection: change_default, query, modify, delete, [assignment: other operations]]
[assignment: list of security attributes]

[assignment: the authorised identified roles]

[selection: change_default, query, modify, delete, clear, [assignment: other operations]]
[assignment: list of TSF data]

[assignment: the authorised identified roles]

115

116
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FDP_ACC.1/M&R  Subset access control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/M&R The TSF shall enforce the Measurement and Reporting SFP ** on

(1) Subjects: SHA-1 session, user “World” and entity owner,

(2) Objects: PCR, User key,

(3) Operations: commands TPM_SHA1Start, TPM_SHA1Update,
TPM_SHA1Complete, TPM_SHAl1CompleteExtend TPM_PCR_Reset,
TPM_Extend, TPM_PCRRead, TPM_Quote TPM_Quote2,
TPM_HASH_START, TPM_HASH_DATA and TPM_HASH_END *#,

FDP_ACF.1/M&R  Security attribute based access control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/M&R The TSF shall enforce the Measurement and Reporting SFP *?® to
objects based on the following:

(1) Subjects:
(a) SHA-1 session,
(b) user with the security attributes locality,
(c) entity owner of the signature key with the security attribute usageAuth,

(2) Objects:
(@) PCR with the security attributes pcrReset, pcrResetLocal,
pcrExtendLocal

(b) User key with the security attribute keyUsage ***.

FDP_ACF.1.2/M&R The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The SHA-1 session is allowed to reset the digest of the SHA-1 session by
command TPM_SHA1Start.

121 [assignment: access control SFP]

[assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]

[assignment: access control SFP]

[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes]

122

123
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(2) The SHA-1 session is allowed to calculate the new digest of the SHA-1
session as SHA-1 hash value of the digest of the SHA-1 session and the
presented data by command TPM_SHA1Update.

(3) The SHA-1 session is allowed (i) to finish the calculation of the digest of
the SHA-1 session as SHA-1 hash value of the digest of the SHA-1
session and the presented data and (ii) to output the hash value by
command TPM_SHA1Complete.

(4) The SHA-1 session is allowed (i) to finish the calculation of the digest of
the SHA-1 session as SHA-1 hash value of the digest of the SHA-1
session and the presented data and (ii) to extend the value of the
indicated PCR by command TPM_SHA1CompleteExtend.

(5) If the pcrReset is TRUE the command TPM_Startup is allowed to set a
PCR to OXFF...FF.

(6) If the pcrReset is FALSE the command TPM_Startup is allowed to set a
PCR to 0x00...00.

(7) If the wuser presents the locality matching the security attribute
pcrResetLocal of the selected PCR and the pcrReset of this PCR is TRUE
than the command TPM_PCR_Reset is allowed to reset this PCR to
0x00...00 or OxFF...FF, where the concrete value is defined in the
platform specific specification of the TOE.

(8) If the wuser presents the locality matching the security attribute
pcrExtendLocal of the selected PCR the command
TPM_SHA1CompleteExtend is allowed (i) to finish the calculation of the
digest of the SHA-1 session as SHA-1 hash value of the digest of the
SHA-1 session and the presented data and (ii) to extend the value of the
selected PCR with the final digest of the SHA-1 session.

(9) If the wuser presents the locality matching the security attribute
pcrExtendLocal of the selected PCR the command TPM_Extend is
allowed to extend the value of the selected PCR with the presented data.

(10) The user “World” is allowed to read the PCR object with the command
TPM_PCRRead.

(11) The entity owner is allowed to quote the PCR indicated by the
parameter targetPCR with the User key, which security attribute keyUsage
equals to TPM_KEY_SIGNING, TPM_KEY_IDENTITY, or
TPM_KEY_LEGACY, by means of the command TPM_Quote or
TPM_Quote2.

2008-07-10
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(12) The user “World” under locality 4 is allowed to execute the LPC
commands TPM_HASH_START, TPM_HASH_DATA and
TPM_HASH_END.

(13) [assignment: rules governing access among controlled subjects and
controlled objects using controlled operations on controlled objects]. **°

FDP_ACF.1.3/M&R The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4/M&R The TSF shall explicitly deny access of subjects to objects based on
the [assignment: rules, based on security attributes, that explicitly deny
access of subjects to objects].

Application note 26: The ST writer shall perform the assignment in the element
FDP_ACF.1.1/M&R, clause (12), depending on the platform specific specification of the
TPM. The assignment may be empty (“none additional rules”). The ST writer may Example
given the TPM_HASH_END LPC command will extend the identified PCR of locality 4 in
case of a PC client specific TPM. Note, the PCR object is a set of PCR selected by the
command. The PCR is selected by the parameter pcrSelection in the command
TPM_PCR_Reset, and by the parameter pcrNum in the command
TPM_SHAl1CompleteExtend and TPM_Extend. The security attributes pcrReset,
pcrResetLocal and pcrExtendLocal are TPM permanent data (cf. [6], sec. 8.8, for deatils).
The entity owner of the signature key is authorized to use the key if the AuthData is valid for
the use of the key pointed to by the key handle, the key handle point to SHA-1 signature
scheme and - in case of the command TPM_Quote - to the valid key usage. The PCR object
is a set of PCR selected by the parameter targetPCR in the command TPM_Quote or
TPM_Quote2. The command TPM_Quote or TPM_Quote2 calculate a digital signature of the
selected PCR and a challenge externalData presented by the user. The command
TPM_SHA1CompleteExtend extends the PCR depending on the locality attribute presented
by the user.

FMT_MSA.3/M&R  Static attribute initialisation

Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1/M&R The TSF shall enforce the Measurement and Reporting SFP % to

provide restrictive '*’ default values for security attributes that are used to
enforce the SFP.

125 Tassignment: rules governing access among controlled subjects and controlled objects using

controlled operations on controlled objects]
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FMT_MSA.3.2/M&R The TSF shall allow the [assignment: the authorised identified roles] to
specify alternative initial values to override the default values when an object
or information is created.

FCO_NRO.1/M&R  Selective proof of origin

Hierarchical to: No other components.
Dependencies: FIA_UID.1 Timing of identification
FCO_NRO.1.1/M&R The TSF shall be able to generate evidence of origin for transmitted

TPM_QUOTE_INFO or TPM_QUOTE_INFO2 structure **® at the request of

the originator*?®.

FCO_NRO.1.2/M&R The TSF shall be able to relate the attributes
(1) PCR values of the requested PCR indices in case of TPM_QUOTE_INFO,

(2) PCR values of the requested PCR indices, and locality at release in case
of TPM_QUOTE_INFO2 **°

of the originator of the information, and

(1) external data in the TPM_QUOTE_INFO,

(2) external data in the TPM_QUOTE_INFO2 !
of the information to which the evidence applies.

FCO_NRO.1.3/M&R The TSF shall provide a capability to verify the evidence of origin of
information to recipient **? given the attributes of the Attestation Identity Key
Credential if an Attestation Identity Key is used **.

Application note 27: The entity owner may use the command TPM_Quote or TPM_Quote?2
with keys of keyUsage TPM_KEY_IDENTITY, TPM_KEY_SIGNING, or
TPM_KEY_LEGACY. The TSF generates the digital signature with the private portion of the
key identified by the key handle. If the used key is an Attestation Identity Key (i.e. keyUsage
is TPM_KEY_IDENTITY) the Attestation Identity Key Credential will provide information
about the TPM as the origin of the signed data. If the keyUsage is TPM_KEY_SIGNING, or
TPM_KEY_LEGACY a credential of this key may or may not exist. If no credential for the key
exist than the command TPM_Quote or TPM_Quote2 may not provide prove of origin. The

126 [assignment: access control SFP, information flow control SFP]

[selection, choose one of: restrictive, permissive, [assignment: other property]]
[assignment: list of information types]

[selection: originator, recipient, [assignment: list of third parties]]

[assignment: list of attributes]

[assignment: list of information fields]

[selection: originator, recipient, [assignment: list of third parties]]

[assignment: limitations on the evidence of origin]
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signed data are identified by the command TPM_Quote as TPM_QUOTE_INFO or
TPM_Quote2 as TPM_QUOTE_INFO2. The data structures TPM_QUOTE_INFO
TPM_QUOTE_INFO2 are defined in [5], sec. 11.3 and 11.4. The external data is part of the
signed data and provided with these commands (cf. to [7], ch. 16.3 and 16.5 for details).
TPM_SS RSASSAPKCS1vl5 SHAL [5] is an approved signature scheme using RSA as
signature algorithm, the hash function SHA-1 and the padding scheme RSASSA according to
PKCS#1, version 2.0, sec. 8.1.

6.1.5.4. Non-volatile Storage

FDP_ACC.1/NVS Subset access control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/NVS The TSF shall enforce the NVS SFP 34 on

(1) Subjects: user “World”, entity owner and TPM owner,
(2) Objects: NV storage areas,
(3) Operations: create, write, read **°,

FDP_ACF.1/NVS Security attribute based access control

Hierarchical to: No other components.
Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/NVS The TSF shall enforce the NVS SFP **® to objects based on the
following:

(1) Subjects: user “World”, entity owner and TPM owner with the security
attributes physical presence, locality and current PCR values,

(2) Objects: NV storage with the security attributes nvLocked,
noOwnerNVWrite, pcrinfoRead, pcrinfoWrite, localityAtRelease, and
permissions TPM_NV_PER_READ_STCLEAR,
TPM_NV_PER_WRITE_STCLEAR TPM_NV_PER_AUTHWRITE,
TPM_NV_PER_OWNERWRITE TPM_NV_PER_PPWRITE,

134 [assignment: access control SFP]

[assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]

[assignment: access control SFP]

135

136
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TPM_NV_PER_AUTHREAD, TPM_NV_PER_PPREAD,
TPM_NV_PER_OWNERREAD, TPM_MAX_NV_WRITE_NOOWNER ="

FDP_ACF.1.2/NVS The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The user “World” under physical presence is allowed to create NV storage
by means of the command TPM_NV_DefineSpace if nvLocked is 0 and
noOwnerNVWrite does not exceed TPM_MAX_NV_WRITE_NOOWNER.

(2) The TPM owner is allowed to create a NV storage area by means of the
command TPM_NV_DefineSpace.

(3) The user “World” is allowed to write the NV storage area if nvLocked of the
TPM_PERMANENT_FLAGS is FALSE and max NV writes without an
owner is not exceeded.

(4) The TPM owner is allowed to write an NV storage area by means of the
command TPM_NV_WriteValue if

(a) TPM_NV_PER_OWNERWRITE is TRUE,

(b) the user satisfies the requirement for physical presence defined in
TPM_NV_PER_PPWRITE,

(c) the locality of the user mach the localityAtRelease defined for the
TPM_NV_DATA_AREA and

(d) if pcrinfWrite defines a PCR selection the actual values of the selected
PCR shall match the digestAtRelease in pcrinfoWrite.

(5) The entity owner is allowed to write an NV storage area by means of the
command TPM_NV_WriteValueAuth if

(a) TPM_NV_PER_AUTHWRITE is TRUE,

(b) the user match the requirement for physical presence defined in
TPM_NV_PER_PPWRITE,

(c) the locality of the user matches the localityAtRelease defined for the
TPM_NV_DATA_AREA and

(d) if pcrinfWrite defines a PCR selection the actual values of the selected
PCR shall match the digestAtRelease in pcrinfoWrite.

(6) The TPM owner is allowed to read an NV storage area by means of the
command TPM_NV_ReadValue if

137 [assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-

relevant security attributes, or named groups of SFP-relevant security attributes]
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(a) TPM_NV_PER_OWNERREAD is TRUE,

(b) the user match the requirement for physical presence defined in
TPM_NV_PER_PPREAD,

(c) the locality of the user matches the localityAtRelease defined in the
pcrinfoRead and

(d) if pcrinfoRead defines a PCR selection the actual values of the
selected PCR shall match the digestAtRelease in pcrinfoRead.

(7) The Entity owner is allowed to read an NV storage area by means of the
command TPM_NV_ReadValueAuth if

(&) TPM_NV_PER_AUTHREAD is TRUE,

(b) the user matches the requirement for physical presence defined in
TPM_NV_PER_PPREAD,

(c) the locality of the user matches the localityAtRelease defined in the
pcrinfoRead and

(d) if pcrinfoRead defines a PCR selection the actual values of the
selected PCR shall match the digestAtRelease in pcrinfoRead .

FDP_ACF.1.3/NVS The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4/NVS The TSF shall explicitly deny access of subjects to objects based on
the rules:

(1) If TPM_NV_PER_READ_STCLEAR is TRUE the NV storage area can not
be read after read with a data size of 0 until successful write or
TPM_Startup(ST_Clear).

(2) If TPM_NV_PER_WRITE_STCLEAR is TRUE the NV storage area can
not be written after write to the specified index with a data size of O until
TPM_Startup(ST_Clear).

(3) It TPM_NV_PER_WRITEDEFINE is TRUE the NV storage area can not
be written after performing the TPM_NV_DefineSpace command and one
successful write to the index with datasize of 0.

(4) If TPM_NV_PER_GLOBALLOCK is TRUE the NV storage area can not be
written after successful write to index 0 until TPM_Startup(ST_Clear)

%8 [assignment: rules governing access among controlled subjects and controlled objects using

controlled operations on controlled objects]
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(5) [assignment: additional rules, based on security attributes, that explicitly
deny access of subjects to objects] **°.

Application note 28: The ST writer shall perform the missing operation in the elements
FDP_ACF.1.3/NVS and FDP_ACF.1.4/NVS where the assignment “none” is allowed. The
access conditions for the listed commands are described in the TPM specification [6] and [7],
chapter 20. The security attributes of the TPM_NV_PER_OWNERWRITE and
TPM_NV_PER_AUTHWRITE are mutual exclusive. The security attributes of the
TPM_NV_PER_OWNERREAD and TPM_NV_PER_AUTHREAD are mutual exclusive.

FMT_MSA.3/NVS  Static attribute initialisation
Hierarchical to: No other components.
Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles
FMT_MSA.3.1/NVS The TSF shall enforce the NVS SFP **° to provide restrictive *** default

values for security attributes that are used to enforce the SFP.

FMT_MSA.3.2/NVS The TSF shall allow the TPM owner and user “World” under physical

presence **? to specify alternative initial values to override the default values

when an object or information is created.
6.1.5.5. Counter

FDP_ACC.1/MC Subset access control

Hierarchical to: No other components.
Dependencies: FDP_ACF.1 Security attribute based access control
FDP_ACC.1.1/MC The TSF shall enforce the Monotonic Counter SFP '*2 on

(1) Subjects: TPM owner, Delegated entity, Entity owner of the monotonic
counter object, user “World”,

(2) Objects: Monotonic counter,

(3) Operations: create, increment, read, release **.

139 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]

[assignment: access control SFP, information flow control SFP]

[selection, choose one of: restrictive, permissive, [assignment: other property]]
[assignment: the authorised identified roles]

[assignment: access control SFP]

[assignment: list of subjects, objects, and operations among subjects and objects covered by the
SFP]
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FDP_ACF.1/MC Security attribute based access control

Hierarchical to: No other components.

Dependencies: FDP_ACC.1 Subset access control
FMT_MSA.3 Static attribute initialisation

FDP_ACF.1.1/MC The TSF shall enforce the Monotonic Counter SFP 4

on the following:

(1) Subjects: TPM owner, Delegated entity, Entity owner of the monotonic
counter object, user “World”,

(2) Objects: Monotonic counter with security attribute countl

to objects based

D 146_

FDP_ACF.1.2/MC The TSF shall enforce the following rules to determine if an operation
among controlled subjects and controlled objects is allowed:

(1) The TPM owner and Delegated entity are allowed to create a Monotonic
counter, OSAP and DSAP sessions are required for creation of the
Monotonic counter.

(2) The Entity owner of the monotonic counter object is allowed to increment
the Monotonic counter if the countID is set in TPM_STCLEAR_DATA for
the current boot cycle.

(3) The user “World” is allowed to read the Monotonic counter value if he
addresses the Monotonic counter object correctly with valid countID.

(4) The Entity owner of the monotonic counter objectis allowed to release the
Monotonic counter.

(5) The TPM owner is allowed to release the Monotonic counter.**’

FDP_ACF.1.3/MC The TSF shall explicitly authorise access of subjects to objects based
on the following additional rules: [assignment: rules, based on security
attributes, that explicitly authorise access of subjects to objects].

FDP_ACF.1.4/MC The TSF shall explicitly deny access of subjects to objects based on
the rule:

145 [assignment: access control SFP]

[assignment: list of subjects and objects controlled under the indicated SFP, and for each, the SFP-
relevant security attributes, or named groups of SFP-relevant security attributes]

[assignment: rules governing access among controlled subjects and controlled objects using
controlled operations on controlled objects]

146
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(1) The TSF shall disallow the operation read or increment the monotonic
counter if the countID is invalid **®.

FMT_MSA.1/MC Management of security attributes
Hierarchical to: No other components.

Dependencies: [FDP_ACC.1 Subset access control, or
FDP_IFC.1 Subset information flow control]
FMT_SMR.1 Security roles
FMT_SMF.1 Specification of Management Functions

FMT_MSA.1.1/MC The TSF shall enforce the Monotonic Counter SFP '*° to restrict the
ability to

(1) modify **° the security attributes countlD **! to the Entity owner executing
TPM_IncrementCounter %2,

(2) set to NULL™ the security attributes countiD®™ to
TPM_Startup(ST_CLEAR) *°,

(3) set to invalid value **° the security attributes countID **’ to
(a) Entity owner of the monotonic counter executing the command

TPM_ReleaseCounter

(b) TPM owner executing the command

TPM_ReleaseCounterOwner **,

FMT_MSA.3/MC Static attribute initialisation
Hierarchical to: No other components.

Dependencies: FMT_MSA.1 Management of security attributes
FMT_SMR.1 Security roles

148 [assignment: rules, based on security attributes, that explicitly deny access of subjects to objects]

[assignment: access control SFP, information flow control SFP]

[selection: change_default, query, modify, delete, [assignment: other operations]]
[assignment: list of security attributes]

[assignment: the authorised identified roles]

[selection: change_default, query, modify, delete, [assignment: other operations]]
[assignment: list of security attributes]

[assignment: the authorised identified roles]

[selection: change_default, query, modify, delete, [assignment: other operations]]
[assignment: list of security attributes]

[assignment: the authorised identified roles]
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FMT_MSA.3.1/MC The TSF shall enforce the Monotonic Counter SFP**° to provide
restrictive *°° default values for security attributes that are used to enforce the
SFP.

FMT_MSA.3.2/MC The TSF shall allow no role *** to specify alternative initial values to

override the default values when an object or information is created.

FPT_STM.1 Reliable time stamps

Hierarchical to: No other components.
Dependencies: No dependencies.

FPT_STM.1.1 The TSF shall be able to provide reliable time stamps as number Tick Count
Value of ticks since start of the tick session to an accuracy of tickRate
microseconds.

Application note 29: The Tick Count Value provided by the TPM is not an a